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The present Progress Review Report commis-
sioned by the International Centre for Migra-
tion Policy Development (ICMPD) within the 
frame of the EU-funded “Sustaining Migra-
tion Management in Georgia” (ENIGMMA 2) 
project, provides timely analysis of the 
personal data protection (PDP) implications 
for migration management in Georgia.1 It 
presents developments, drivers, and tenden-
cies that have emerged since 2015, when the 
Baseline Study on Personal Data Protection 
in the Area of Migration Management in Geor-
gia commissioned by ICMPD’s EU-funded 
“Enhancing Georgia’s Migration Manage-
ment” (ENIGMMA) project and implemented 
by the Innovations and Reforms Center (IRC), 
was produced.
 
The overall objective of the ENIGMMA 2 
project is to contribute to the sustainable 
enhancement of mobility and 
people-to-people contacts between the 
European Union (EU) and Georgia by 
addressing migration-related risks presented 
by visa liberalisation; supporting the Govern-
ment of Georgia in implementation, monitor-
ing, and evaluation of the impact of the 
Migration Strategy; and realising capacity 
building activities for relevant state institu-
tions, including on issues related to the 
processing of the personal data of migrants.

The Progress Review Report highlights the 
e�orts of Georgian state institutions to 
improve data protection standards in the 
migration area and the role of the superviso-
ry authority – the State Inspector’s Service 
(SIS) in promoting best practices and 
addressing personal data processing chal-
lenges. The review has been aimed at evalu-
ating the state of the art and progress on 
implementation of the data protection legal 
framework by the respective state institu-
tions, namely the Ministry of Foreign A�airs 
(MFA), the Ministry of Internal A�airs (MIA), 
the Ministry of Internally Displaced Persons 
from the Occupied Territories, Labour, Health 
and Social A�airs (MoIDPLHSA), and the 
Public Service Development Agency (PSDA), 
each of which play a central role in the migra-
tion management process. 

To gain a comprehensive overview of institu-
tional, policy, legislative and practical devel-
opments during the period covered, the 
methodology of the progress review included 
desk research, structured interviews, and 
case studies. Taking into consideration Geor-
gia’s path towards further compliance with 
European data protection standards and the 
respective benchmarks of the Association 
Agreement, the analysis and the recommen-
dations provided in the Report have practical 
added value.
 
The review clearly indicates the progress 
made between 2015 and 2020 and the path 
taken by the respective institutions towards 
advancing PDP standards and implementing 
the recommendations of the Baseline Study. 
The Report also highlights opportunities to 
achieve even higher levels of institutional 
maturity in the data protection field, by 
defining the data retention period for all 
types of data processed for migration 
purposes, ensuring the e�cient interopera-
bility of information systems, and safeguard-
ing the higher quality and security of data. In 
respect to the PDP procedures at the MIA and 
the PSDA particularly, a number of highly 
positive developments have been observed, 
which could serve as good practices for other 
state institutions engaged in migration man-
agement. 

The progress review has confirmed the posi-
tive impact of the Visa Liberalisation Action 
Plan (VLAP) and the Association Agreement 
(AA) on advancing data protection standards 
and constructive cooperation between the 
SIS and state institutions engaged in migra-
tion management.
 
The Report provides a number of recommen-
dations for further improvement of PDP stan-
dards with regard to migration management 
procedures. This includes further strengthen-
ing of inter-agency cooperation, in particular 
regarding UMAS operations, continued 
improvement of tailored training materials 
and case studies on PDP, as well as designa-
tion of Data Protection O�cers at some of 
the interviewed institutions. The Report also 
calls for the launch of consultations on the 
dra�t PDP Law with those institutions 
involved in the area of migration manage-
ment. 
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Executive Summary

provides an overview of the scope, aims, and 
methodology of the Progress Review Report; 

1. ICMPD, IRC (2015), Summary of the Report of a Baseline Study on Personal Data 
Protection in the Area of Migration Management in Georgia, http://www.enigm-
ma.ge/wp-content/uploads/2015/07/Report_Summary_FINAL_EN.pdf.

Section 2: summarises the main findings of the 
2015 Baseline Study. Information provided in this 
section is essential for comparative purposes and 
is closely linked with Section 6 of the Report;

provides an overview of the latest policy, legisla-
tive and institutional developments in Georgia 
relevant for the purposes of the review, including 
the endorsement of the 2016-2020 and 2021-2030 
Migration Strategies, the legislative approxima-
tion to the EU Acquis, the development of the 
Unified Migration Data Analytical System (UMAS), 
and changes in the competencies of certain state 
institutions. This section also explores the recent 
data protection reforms carried out by the EU and 
the CoE, and Georgia’s approach towards harmon-
isation with the updated European data protec-
tion standards;

looks into the data protection policies and 
practices of agencies engaged in migration 
management, based on the information collected 
via desk research and in-depth interviews with 
representatives from the MFA, the MIA, the MoID-
PLHSA and the PSDA. Particular attention is given 
to the implementation of the recommendations 
contained in the 2015 Baseline Study;

describes the results of SIS consultancy and 
supervisory work related to PDP standards devel-
opment at the SCMI institutions. In particular, 
several migration-related decisions of the SIS 
were studied. This section also summarises SIS 
recommendations issued to state agencies in 
relation to migration management;

presents progress indicators and best practices, 
sums up the main findings of the Progress Review 
Report, and proposes recommendations for 
further advancement of data protection systems 
and mechanisms. 
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Introduction

According to the United Nations Department 
of Economic and Social A�airs (UN DESA), the 
estimated number of Georgian-born persons 
living outside of the national territory in 2019 
was 852 816,2 or the equivalent of approxi-
mately 23% of Georgia’s home population. 
According to National Statistics O�ce of 
Georgia (Geostat), Georgia’s net migration 
rate per 1 000 persons in 2019 was -2.2; com-
pared to -0.9 in 2015. In 2015, 92 557 immi-
grants were living in Georgia, while for 2019, 
that number had increased to 96 864, 
accounting for 3% of total population.3 As 
elsewhere, the factors contributing to the 
Georgian migration landscape are complex 
and closely related to economic, social, polit-
ical changes, as well as individual choices.4 
Factors related to Coronavirus Disease 2019 
(COVID-19) outbreak − travel restrictions, 
temporary suspension of labour migration in 
some countries, the economic downturn, 
reduced access to work, and loss of income − 
are expected to impact the migration land-
scape globally and nationally.

In recent years, migration has emerged as an 
increasingly important aspect in shaping 
Georgia’s socio-economic, cultural, political, 
and demographic outlook. The e�cient man-
agement of migration is considered one of 
the preconditions for the country’s security 
and long-term stability; and represents an 
essential instrument for EU approximation.5 
Continuous improvement of migration man-
agement e�ciency is one of Georgia’s priori-
ties, and lawful, fair, proportionate, accurate, 
and e�cient personal data processing 
contributes significantly to both this aim and 
evidence-based policy development.  

Personal data processing is an integral part 
of the daily activities of public authorities 
engaged in migration management. Substan-
tial amounts of less sensitive or highly sensi-
tive data are collected, accessed, analysed, 
and shared for migration purposes; based on 
which important decisions are made, includ-
ing on eligibility for entry, residence, and 
services. 

Data protection is a continuously evolving 
sphere, due to privacy concerns related to 
rapid technological advancement, increased 

provides an overview of the scope, aims, and 
methodology of the Progress Review Report; 

incidence of data the�t, data loss, and unau-
thorised access or disclosure of personal 
data. One of the critical considerations is the 
individual’s ability to control his or her data 
in a data-driven world, where there exists a 
clear imbalance between the power held by 
public entities processing vast amounts of 
data and the individual’s control over their 
personal data.
 
The achievement of high standards of data 
protection in the migration area is essential 
not only for compliance with PDP legislation 
but also for ensuring respect for the funda-
mental rights to privacy and data protection, 
non-discrimination, dignity, and safety of 
migrants. The 1995 Constitution of Georgia 
protects the individual’s right to private life 
and secrecy of communications. In addition 
to that, in 2018, the Georgian Parliament 
adopted constitutional amendments related 
to this area, further reinforcing the right of 
every individual to privacy:

The information contained in o�cial records 
pertaining to an individual’s health, finances 
or other personal matters shall not be made 
available to anyone without the consent of 
the individual, except as provided for by the 
Law and as is necessary to ensure national 
security or public safety, or to protect public 
interests and health or the rights of others.6 

In line with the main findings of the EU-fund-
ed ENIGMMA project’s Baseline Study 
published in 2015 and significant institutional 
and legislative reforms carried out in Georgia 
since that time, and at the EU and Council of 
Europe (CoE) level, this Progress Review 
Report is structured as follows: 

SECTION 1: 

SECTION 2: 

2.UNFPA, International migrant stock 2019, Data, 
www.un.org/en/development/desa/population/migration/data/esti-
mates2/estimates19.asp.
3.Geostat, Migration, Population and Demography, 
www.geostat.ge/en/modules/categories/322/migration.
4.SCMI (2019), 2019 Migration Profile of Georgia, 
www.migration.commission.ge/files/mp19_eng_web3.pdf, p.11.

5.SCMI (2015), Migration Strategy of Georgia 2016-2020, Uno�cial Translation, 
www.migration.commission.ge/files/migration_strate-
gy_2016-2020_eng_final_amended_08.2018.pdf.
6.Article 18 - Rights to fair administrative proceedings, access to public information, 
informational self-determination, and compensation for damage inflicted by public 
authority of the Constitution of Georgia.

Section 2: summarises the main findings of the 
2015 Baseline Study. Information provided in this 
section is essential for comparative purposes and 
is closely linked with Section 6 of the Report;

provides an overview of the latest policy, legisla-
tive and institutional developments in Georgia 
relevant for the purposes of the review, including 
the endorsement of the 2016-2020 and 2021-2030 
Migration Strategies, the legislative approxima-
tion to the EU Acquis, the development of the 
Unified Migration Data Analytical System (UMAS), 
and changes in the competencies of certain state 
institutions. This section also explores the recent 
data protection reforms carried out by the EU and 
the CoE, and Georgia’s approach towards harmon-
isation with the updated European data protec-
tion standards;

looks into the data protection policies and 
practices of agencies engaged in migration 
management, based on the information collected 
via desk research and in-depth interviews with 
representatives from the MFA, the MIA, the MoID-
PLHSA and the PSDA. Particular attention is given 
to the implementation of the recommendations 
contained in the 2015 Baseline Study;

describes the results of SIS consultancy and 
supervisory work related to PDP standards devel-
opment at the SCMI institutions. In particular, 
several migration-related decisions of the SIS 
were studied. This section also summarises SIS 
recommendations issued to state agencies in 
relation to migration management;

presents progress indicators and best practices, 
sums up the main findings of the Progress Review 
Report, and proposes recommendations for 
further advancement of data protection systems 
and mechanisms. 



provides an overview of the scope, aims, and 
methodology of the Progress Review Report; 

SECTION 3: 

SECTION 4: 

SECTION 5: 

SECTION 6: 
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1. Scope, Aims and Methodology

The Progress Review Report aims to evaluate 
the state of the art and progress in imple-
menting data protection legislation by the 
state institutions that play a leading role in 
migration management. The objective of the 
Report has been to identify best practices 
and common data processing challenges, 
opportunities for more e�cient data man-

Despite the right to privacy being enshrined 
in the 1995 Georgian Constitution and Geor-
gia becoming a party to CoE Convention 1089 
in 2005, the Law on Personal Data Protection 
of Georgia was only adopted at the end of 
2011. It did not enter into force until 2013 
when the data protection authority – O�ce of 
Personal Data Protection Inspector was 
established. The 2015 Baseline Study was the 
first initiative in Georgia to perform sectoral 
analysis of data processing practices, deter-
mine the impact of the PDP Law on migration 
management, and identify possible gaps and 
opportunities for improvement. In addition, 
the Study10 was amongst the first e�orts to 
examine compliance of the amended11 PDP 
Law with international standards, namely 
Convention 108 and Organisation for 
Economic Co-operation and Development 
(OECD) guidelines.12 

The Study considered the scope and princi-
ples of the amended PDP Law as compatible 
with CoE Convention 108 and Committee of 
Ministers Recommendation No. R (87) 1513 on 
regulating the use of personal data in the 
police sector. Several problems were encoun-
tered concerning the legal basis for process-
ing sensitive data and data sharing between 
state institutions. Reference in Article 17 of 
the PDP Law to special legislation for data 
security was seen as an opportunity to 
undertake a technical shi�t to a more com-
prehensive organisational approach on data 
safety. The functions and independence of 
the supervisory authority were deemed to be 
compliant with European standards. 

The Baseline Study o�ered several recom-
mendations concerning the clarity of formu-
lations related to the scope of the PDP Law 
and the conditions for lawful disclosure of 
data to third parties, and the need to intro-
duce specific legal grounds for processing 
sensitive data for migration purposes. The 
Study suggested expanding the obligations 
of controllers, requiring them to inform the 
data subjects proactively, not only when data 
is collected directly from an individual but 
also when information is collected from third 
parties. 

agement and collaboration, and needs for 
further capacity development, including 
technical assistance. The Report is especially 
relevant in light of Georgia’s new long-term 
Migration Strategy 2021-2030 and expected 
parliamentary hearings on the SIS-initiated 
dra�t PDP Law that aims to contribute to 
further alignment of Georgian legislation 
with the provisions of the EU General Data 
Protection Regulation (GDPR)7 and CoE Mod-
ernised Convention for the Protection of 
Individuals with Regard to Automatic 
Processing of Personal Data (Convention 
108+).8

Despite the vast amount of literature on 
personal data protection or migration issues, 
there is limited guidance available on 
protecting data in the context of migration; 
nor are comprehensive reports on data 
protection practices in the migration area 
publicly accessible. Therefore, the ICMPD 
initiative to conduct a PDP Baseline Study in 
2015 and, five years later, assess the progress 
made, is unique and of great practical value. 
The methodology of the current review 
encompassed desk research, comparative 
analysis, and in-depth interviews based on 
structured questionnaires and case studies. 
This variety of tools has been applied in 
order to gain a comprehensive outline of 
institutional, legislative, and functional 
developments since 2015. All reasonable 
e�orts have been made to ensure the accura-
cy of the data referred to in this Review 
Report.
 
During the period July-August 2020, the 
outline of the study and the questionnaires 
presented in Annex 1 were developed in close 
consultations with the SIS. Desk research was 
carried out to analyse publicly available 
information, including relevant legislation, 
VLAP and AA progress reports, readmission 
agreements, agreements in the temporary 
labour migration field, filing system cata-
logues, SIS annual reports, the 2016-2020 and 
2021-2030 Migration Strategies, and the 2017 
and 2019 Migration Profiles of Georgia. In 
September 2020, a kick-o� meeting with 
stakeholders was organised to discuss the 
aims and methodology of the progress 
review and recall the Baseline Study findings. 

7.Regulation (EU) 2016/679 of the European Parliament and the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and 
on the free movement of such data, and repealing Directive 95/46/EC (General Data 
Protection Regulation), 27 April 2016, https://eur-lex.europa.eu/legal-content/EN/TX-
T/?uri=CELEX%3A32016R0679&qid=1607783451119.

8.CoE (2018), Modernised Convention for the Protection of Individuals with Regard to the 
Processing of Personal Data, 128th Session of the Committee of Ministers, 17-18 May 2018, 
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016807c65bf.

The Baseline Study also recommended 
adopting detailed by-laws on organisational 
measures for safeguarding compliance with 
the PDP Law and the mandatory appointment 
of Data Protection O�cers (DPOs) in public 
institutions processing substantial volumes 
of data.
 
The Baseline Study examined the conformity 
with Convention 108 and the PDP Law provi-
sions of seven laws14 regulating the migration 
management and Agreement between the EU 
and Georgia on the readmission of persons 
residing without authorisation. The study 
also evaluated the number of presidential 
ordinances, governmental resolutions, and 
ministerial orders in this area. 

The general observation was that the existing 
legal acts did not adequately provide for 
personal data protection. In several cases, 
provisions (of both laws and by-laws) were 
vague in regard to the purposes and princi-
ples of data processing; and the categories 
and volume of processed data could not be 
predicted for each data subject. There was a 
lack of explicit provisions regarding sensitive 
data processing and the distinction of roles 
and responsibilities.

The Study evaluated the personal data 
protection practices of the MIA, the MFA, the 
Ministry of Internally Displaced Persons from 
the Occupied Territories, Accommodation 
and Refugees (MRA), and the PSDA. The 
following processes were examined: issuance 
of residence permits; granting stateless 
status, issuance of ID cards and passports; 
procedures related to obtaining citizenship 
of Georgia; deferral of an alien’s stay in Geor-
gia; border control; readmission manage-
ment; issuance of visas; issuance of return 
documents to Georgian citizens; consular 
registration; issuance of the status of refugee 
and granting asylum; determination of repa-
triate status and management of the reinte-
gration process.  

For the purposes of assessment, the most 
critical five benchmarks were outlined − legal 
grounds for data processing; the obligation 
of informing the data subject; data security; 
submitting the filing system catalogues; and 
international data transfer. 
The Study highlighted the vital role of each 
institution in the migration management 
process. Based on observation and consider-
ing the existence of an internal DPO and its 
advanced Information Technology (IT) infra-
structure, the PSDA was seen as the most 
mature organisation in terms of personal 
data protection.

The Study concluded that the MFA imple-
mented the PDP Law in practice, particularly 
concerning the legal grounds for data 
processing and informing data subjects. 
However, the level of awareness and exper-
tise within the Ministry concerning data 
protection principles required enhancement. 

Section 2: summarises the main findings of the 
2015 Baseline Study. Information provided in this 
section is essential for comparative purposes and 
is closely linked with Section 6 of the Report;

provides an overview of the latest policy, legisla-
tive and institutional developments in Georgia 
relevant for the purposes of the review, including 
the endorsement of the 2016-2020 and 2021-2030 
Migration Strategies, the legislative approxima-
tion to the EU Acquis, the development of the 
Unified Migration Data Analytical System (UMAS), 
and changes in the competencies of certain state 
institutions. This section also explores the recent 
data protection reforms carried out by the EU and 
the CoE, and Georgia’s approach towards harmon-
isation with the updated European data protec-
tion standards;

looks into the data protection policies and 
practices of agencies engaged in migration 
management, based on the information collected 
via desk research and in-depth interviews with 
representatives from the MFA, the MIA, the MoID-
PLHSA and the PSDA. Particular attention is given 
to the implementation of the recommendations 
contained in the 2015 Baseline Study;

describes the results of SIS consultancy and 
supervisory work related to PDP standards devel-
opment at the SCMI institutions. In particular, 
several migration-related decisions of the SIS 
were studied. This section also summarises SIS 
recommendations issued to state agencies in 
relation to migration management;

presents progress indicators and best practices, 
sums up the main findings of the Progress Review 
Report, and proposes recommendations for 
further advancement of data protection systems 
and mechanisms. 

In collecting information concerning the 
developments that have occurred, interviews 
with representatives from the MIA, the MFA, 
and the MoIDPLHSA were also conducted, in 
September 2020; the PSDA provided written 
answers to the questionnaire. The written 
summaries of interviews and the dra�t Report 
were communicated to all stakeholders in 
advance. Therefore, the final Report incorpo-
rates comments and feedback from all 
relevant authorities. Along with quantitative 
and qualitative data, the analysis of migra-
tion-related SIS decisions represents a valu-
able tool for raising accountability, sharing 
best practices, and promoting further com-
pliance with the PDP Law and European data 
protection standards.

The Progress Review Report covers practices 
by the four aforementioned state institu-
tions, which process data on persons with 
refugee or humanitarian status, asylum seek-
ers in Georgia, stateless persons and immi-
grants residing in Georgia, Georgian citizens 
living abroad, diaspora representatives and 
returned migrants.  

As much of the information contained in the 
Baseline Study remains relevant, the Prog-
ress Review Report does not discuss in detail 
the scope, principles, legal bases, or data 
security obligations stipulated in the PDP 
Law, nor the procedures for granting status, 
issuing documents, or visas. The Report, 
however, specifically elaborates on the oper-
ation of the UMAS, as it constitutes a unique 
and novel solution in the field of migration 
data management which was not in place in 
2015. The Report presents a broader picture 
of developments related to UMAS introduc-
tion, including on the organisational mea-
sures applied to secure datasets containing 
personal data and improving data interoper-
ability. The study also explores drivers of 
change, the impact of the VLAP and AA agen-
das on improved migration-related personal 
data management and protection standards, 
further opportunities for advancement, and 
the needs of relevant authorities.



provides an overview of the scope, aims, and 
methodology of the Progress Review Report; 

The Progress Review Report aims to evaluate 
the state of the art and progress in imple-
menting data protection legislation by the 
state institutions that play a leading role in 
migration management. The objective of the 
Report has been to identify best practices 
and common data processing challenges, 
opportunities for more e�cient data man-

Despite the right to privacy being enshrined 
in the 1995 Georgian Constitution and Geor-
gia becoming a party to CoE Convention 1089 
in 2005, the Law on Personal Data Protection 
of Georgia was only adopted at the end of 
2011. It did not enter into force until 2013 
when the data protection authority – O�ce of 
Personal Data Protection Inspector was 
established. The 2015 Baseline Study was the 
first initiative in Georgia to perform sectoral 
analysis of data processing practices, deter-
mine the impact of the PDP Law on migration 
management, and identify possible gaps and 
opportunities for improvement. In addition, 
the Study10 was amongst the first e�orts to 
examine compliance of the amended11 PDP 
Law with international standards, namely 
Convention 108 and Organisation for 
Economic Co-operation and Development 
(OECD) guidelines.12 

The Study considered the scope and princi-
ples of the amended PDP Law as compatible 
with CoE Convention 108 and Committee of 
Ministers Recommendation No. R (87) 1513 on 
regulating the use of personal data in the 
police sector. Several problems were encoun-
tered concerning the legal basis for process-
ing sensitive data and data sharing between 
state institutions. Reference in Article 17 of 
the PDP Law to special legislation for data 
security was seen as an opportunity to 
undertake a technical shi�t to a more com-
prehensive organisational approach on data 
safety. The functions and independence of 
the supervisory authority were deemed to be 
compliant with European standards. 

The Baseline Study o�ered several recom-
mendations concerning the clarity of formu-
lations related to the scope of the PDP Law 
and the conditions for lawful disclosure of 
data to third parties, and the need to intro-
duce specific legal grounds for processing 
sensitive data for migration purposes. The 
Study suggested expanding the obligations 
of controllers, requiring them to inform the 
data subjects proactively, not only when data 
is collected directly from an individual but 
also when information is collected from third 
parties. 

agement and collaboration, and needs for 
further capacity development, including 
technical assistance. The Report is especially 
relevant in light of Georgia’s new long-term 
Migration Strategy 2021-2030 and expected 
parliamentary hearings on the SIS-initiated 
dra�t PDP Law that aims to contribute to 
further alignment of Georgian legislation 
with the provisions of the EU General Data 
Protection Regulation (GDPR)7 and CoE Mod-
ernised Convention for the Protection of 
Individuals with Regard to Automatic 
Processing of Personal Data (Convention 
108+).8

Despite the vast amount of literature on 
personal data protection or migration issues, 
there is limited guidance available on 
protecting data in the context of migration; 
nor are comprehensive reports on data 
protection practices in the migration area 
publicly accessible. Therefore, the ICMPD 
initiative to conduct a PDP Baseline Study in 
2015 and, five years later, assess the progress 
made, is unique and of great practical value. 
The methodology of the current review 
encompassed desk research, comparative 
analysis, and in-depth interviews based on 
structured questionnaires and case studies. 
This variety of tools has been applied in 
order to gain a comprehensive outline of 
institutional, legislative, and functional 
developments since 2015. All reasonable 
e�orts have been made to ensure the accura-
cy of the data referred to in this Review 
Report.
 
During the period July-August 2020, the 
outline of the study and the questionnaires 
presented in Annex 1 were developed in close 
consultations with the SIS. Desk research was 
carried out to analyse publicly available 
information, including relevant legislation, 
VLAP and AA progress reports, readmission 
agreements, agreements in the temporary 
labour migration field, filing system cata-
logues, SIS annual reports, the 2016-2020 and 
2021-2030 Migration Strategies, and the 2017 
and 2019 Migration Profiles of Georgia. In 
September 2020, a kick-o� meeting with 
stakeholders was organised to discuss the 
aims and methodology of the progress 
review and recall the Baseline Study findings. 
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9.CoE (1981), Convention for the Protection of Individuals with regard to Automatic 
Processing of Personal Data, European Treaty Series - No. 108, 
https://www.coe.int/en/web/conventions/full-list/-/convetions/rms/0900001680078b37. 

10.ICMPD, IRC (2015), Summary of the Report of a Baseline Study on Personal Data 
Protection in the Area of Migration Management in Georgia, http://www.enigm-
ma.ge/wp-content/uploads/2015/07/Report_Summary_FINAL_EN.pdf.

13.CoE (1987), Committee of Ministers Recommendation No. R (87) 15, https://www.coe.in-
t/t/dg1/legalcooperation/economiccrime/organisedcrime/Rec_1987_15.pdf; CoE (1987), 
Explanatory Memorandum to Recommendation No. R (87) 15 of the Committee of 
Ministers to member states regulating the use of personal data in the police sector, 
https://rm.coe.int/168062dfd4.

11.Law of Georgia No. 2636 On Changes to the Law “On Personal Data Protection”, 1 
August 2014, https://matsne.gov.ge/ka/document/view/2457307; Law of Georgia No. 2639 
On Changes to the Law “On Personal Data Protection”, 1 August 2014, 
https://matsne.gov.ge/ka/document/view/2455851.

12.OECD, Privacy Guidelines, https://www.oecd.org/digital/ieconomy/privacy-guide-
lines.htm.

The Baseline Study also recommended 
adopting detailed by-laws on organisational 
measures for safeguarding compliance with 
the PDP Law and the mandatory appointment 
of Data Protection O�cers (DPOs) in public 
institutions processing substantial volumes 
of data.
 
The Baseline Study examined the conformity 
with Convention 108 and the PDP Law provi-
sions of seven laws14 regulating the migration 
management and Agreement between the EU 
and Georgia on the readmission of persons 
residing without authorisation. The study 
also evaluated the number of presidential 
ordinances, governmental resolutions, and 
ministerial orders in this area. 

The general observation was that the existing 
legal acts did not adequately provide for 
personal data protection. In several cases, 
provisions (of both laws and by-laws) were 
vague in regard to the purposes and princi-
ples of data processing; and the categories 
and volume of processed data could not be 
predicted for each data subject. There was a 
lack of explicit provisions regarding sensitive 
data processing and the distinction of roles 
and responsibilities.

The Study evaluated the personal data 
protection practices of the MIA, the MFA, the 
Ministry of Internally Displaced Persons from 
the Occupied Territories, Accommodation 
and Refugees (MRA), and the PSDA. The 
following processes were examined: issuance 
of residence permits; granting stateless 
status, issuance of ID cards and passports; 
procedures related to obtaining citizenship 
of Georgia; deferral of an alien’s stay in Geor-
gia; border control; readmission manage-
ment; issuance of visas; issuance of return 
documents to Georgian citizens; consular 
registration; issuance of the status of refugee 
and granting asylum; determination of repa-
triate status and management of the reinte-
gration process.  

For the purposes of assessment, the most 
critical five benchmarks were outlined − legal 
grounds for data processing; the obligation 
of informing the data subject; data security; 
submitting the filing system catalogues; and 
international data transfer. 
The Study highlighted the vital role of each 
institution in the migration management 
process. Based on observation and consider-
ing the existence of an internal DPO and its 
advanced Information Technology (IT) infra-
structure, the PSDA was seen as the most 
mature organisation in terms of personal 
data protection.

The Study concluded that the MFA imple-
mented the PDP Law in practice, particularly 
concerning the legal grounds for data 
processing and informing data subjects. 
However, the level of awareness and exper-
tise within the Ministry concerning data 
protection principles required enhancement. 

Section 2: summarises the main findings of the 
2015 Baseline Study. Information provided in this 
section is essential for comparative purposes and 
is closely linked with Section 6 of the Report;

provides an overview of the latest policy, legisla-
tive and institutional developments in Georgia 
relevant for the purposes of the review, including 
the endorsement of the 2016-2020 and 2021-2030 
Migration Strategies, the legislative approxima-
tion to the EU Acquis, the development of the 
Unified Migration Data Analytical System (UMAS), 
and changes in the competencies of certain state 
institutions. This section also explores the recent 
data protection reforms carried out by the EU and 
the CoE, and Georgia’s approach towards harmon-
isation with the updated European data protec-
tion standards;

looks into the data protection policies and 
practices of agencies engaged in migration 
management, based on the information collected 
via desk research and in-depth interviews with 
representatives from the MFA, the MIA, the MoID-
PLHSA and the PSDA. Particular attention is given 
to the implementation of the recommendations 
contained in the 2015 Baseline Study;

describes the results of SIS consultancy and 
supervisory work related to PDP standards devel-
opment at the SCMI institutions. In particular, 
several migration-related decisions of the SIS 
were studied. This section also summarises SIS 
recommendations issued to state agencies in 
relation to migration management;

presents progress indicators and best practices, 
sums up the main findings of the Progress Review 
Report, and proposes recommendations for 
further advancement of data protection systems 
and mechanisms. 

In collecting information concerning the 
developments that have occurred, interviews 
with representatives from the MIA, the MFA, 
and the MoIDPLHSA were also conducted, in 
September 2020; the PSDA provided written 
answers to the questionnaire. The written 
summaries of interviews and the dra�t Report 
were communicated to all stakeholders in 
advance. Therefore, the final Report incorpo-
rates comments and feedback from all 
relevant authorities. Along with quantitative 
and qualitative data, the analysis of migra-
tion-related SIS decisions represents a valu-
able tool for raising accountability, sharing 
best practices, and promoting further com-
pliance with the PDP Law and European data 
protection standards.

The Progress Review Report covers practices 
by the four aforementioned state institu-
tions, which process data on persons with 
refugee or humanitarian status, asylum seek-
ers in Georgia, stateless persons and immi-
grants residing in Georgia, Georgian citizens 
living abroad, diaspora representatives and 
returned migrants.  

As much of the information contained in the 
Baseline Study remains relevant, the Prog-
ress Review Report does not discuss in detail 
the scope, principles, legal bases, or data 
security obligations stipulated in the PDP 
Law, nor the procedures for granting status, 
issuing documents, or visas. The Report, 
however, specifically elaborates on the oper-
ation of the UMAS, as it constitutes a unique 
and novel solution in the field of migration 
data management which was not in place in 
2015. The Report presents a broader picture 
of developments related to UMAS introduc-
tion, including on the organisational mea-
sures applied to secure datasets containing 
personal data and improving data interoper-
ability. The study also explores drivers of 
change, the impact of the VLAP and AA agen-
das on improved migration-related personal 
data management and protection standards, 
further opportunities for advancement, and 
the needs of relevant authorities.



Despite the right to privacy being enshrined 
in the 1995 Georgian Constitution and Geor-
gia becoming a party to CoE Convention 1089 
in 2005, the Law on Personal Data Protection 
of Georgia was only adopted at the end of 
2011. It did not enter into force until 2013 
when the data protection authority – O�ce of 
Personal Data Protection Inspector was 
established. The 2015 Baseline Study was the 
first initiative in Georgia to perform sectoral 
analysis of data processing practices, deter-
mine the impact of the PDP Law on migration 
management, and identify possible gaps and 
opportunities for improvement. In addition, 
the Study10 was amongst the first e�orts to 
examine compliance of the amended11 PDP 
Law with international standards, namely 
Convention 108 and Organisation for 
Economic Co-operation and Development 
(OECD) guidelines.12 

The Study considered the scope and princi-
ples of the amended PDP Law as compatible 
with CoE Convention 108 and Committee of 
Ministers Recommendation No. R (87) 1513 on 
regulating the use of personal data in the 
police sector. Several problems were encoun-
tered concerning the legal basis for process-
ing sensitive data and data sharing between 
state institutions. Reference in Article 17 of 
the PDP Law to special legislation for data 
security was seen as an opportunity to 
undertake a technical shi�t to a more com-
prehensive organisational approach on data 
safety. The functions and independence of 
the supervisory authority were deemed to be 
compliant with European standards. 

The Baseline Study o�ered several recom-
mendations concerning the clarity of formu-
lations related to the scope of the PDP Law 
and the conditions for lawful disclosure of 
data to third parties, and the need to intro-
duce specific legal grounds for processing 
sensitive data for migration purposes. The 
Study suggested expanding the obligations 
of controllers, requiring them to inform the 
data subjects proactively, not only when data 
is collected directly from an individual but 
also when information is collected from third 
parties. 

The Baseline Study also recommended 
adopting detailed by-laws on organisational 
measures for safeguarding compliance with 
the PDP Law and the mandatory appointment 
of Data Protection O�cers (DPOs) in public 
institutions processing substantial volumes 
of data.
 
The Baseline Study examined the conformity 
with Convention 108 and the PDP Law provi-
sions of seven laws14 regulating the migration 
management and Agreement between the EU 
and Georgia on the readmission of persons 
residing without authorisation. The study 
also evaluated the number of presidential 
ordinances, governmental resolutions, and 
ministerial orders in this area. 

The general observation was that the existing 
legal acts did not adequately provide for 
personal data protection. In several cases, 
provisions (of both laws and by-laws) were 
vague in regard to the purposes and princi-
ples of data processing; and the categories 
and volume of processed data could not be 
predicted for each data subject. There was a 
lack of explicit provisions regarding sensitive 
data processing and the distinction of roles 
and responsibilities.

The Study evaluated the personal data 
protection practices of the MIA, the MFA, the 
Ministry of Internally Displaced Persons from 
the Occupied Territories, Accommodation 
and Refugees (MRA), and the PSDA. The 
following processes were examined: issuance 
of residence permits; granting stateless 
status, issuance of ID cards and passports; 
procedures related to obtaining citizenship 
of Georgia; deferral of an alien’s stay in Geor-
gia; border control; readmission manage-
ment; issuance of visas; issuance of return 
documents to Georgian citizens; consular 
registration; issuance of the status of refugee 
and granting asylum; determination of repa-
triate status and management of the reinte-
gration process.  
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14.Law of Georgia on The Procedures for Registering Citizens of Georgia and 
Aliens Residing in Georgia, for Issuing Identity (Residence) Cards and Passports 
of a Citizen of Georgia; Law of Georgia on the Legal Status of Aliens and Stateless 
Persons; Organic Law of Georgia on Georgian Citizenship; Law of Georgia on 
Refugee and Humanitarian Status; The Law of Georgia on Consular Activities; 
Law of Georgia on ‘Repatriation of Persons Forcefully Sent into Exile from 
Georgian SSR by the Former USSR in the 1940s’; Law of Georgia on the State 
Border.

For the purposes of assessment, the most 
critical five benchmarks were outlined − legal 
grounds for data processing; the obligation 
of informing the data subject; data security; 
submitting the filing system catalogues; and 
international data transfer. 
The Study highlighted the vital role of each 
institution in the migration management 
process. Based on observation and consider-
ing the existence of an internal DPO and its 
advanced Information Technology (IT) infra-
structure, the PSDA was seen as the most 
mature organisation in terms of personal 
data protection.

The Study concluded that the MFA imple-
mented the PDP Law in practice, particularly 
concerning the legal grounds for data 
processing and informing data subjects. 
However, the level of awareness and exper-
tise within the Ministry concerning data 
protection principles required enhancement. 

The Baseline Study observed certain MIA 
activities aimed towards implementing the 
PDP Law, including the adoption of by-laws, 
specifically addressing personal data protec-
tion matters and strengthened data access 
control. The Ministry demonstrated a certain 
degree of organisational maturity in terms of 
data protection. However, it was noted that 
its existing IT system and workflow proce-
dures were not entirely consistent with PDP 
Law principles. 

Concerning the MRA, the study noted a lack 
of expertise and capacity for e�ciently 
implementing the data protection legal 
framework and internal policy. The standards 
of physical and infrastructural security of 
personal data were not met. 

In addition to general recommendations, institu-
tion-specific recommendations were also elabo-
rated. For example, the MRA was advised to 
amend the refugee status review document flow 
process and provide data protection training for 
its employees. The MFA was proposed to appoint 
an DPO and an information security o�cer, and 
clarify employee roles and responsibilities 
concerning personal data protection. 



Despite the right to privacy being enshrined 
in the 1995 Georgian Constitution and Geor-
gia becoming a party to CoE Convention 1089 
in 2005, the Law on Personal Data Protection 
of Georgia was only adopted at the end of 
2011. It did not enter into force until 2013 
when the data protection authority – O�ce of 
Personal Data Protection Inspector was 
established. The 2015 Baseline Study was the 
first initiative in Georgia to perform sectoral 
analysis of data processing practices, deter-
mine the impact of the PDP Law on migration 
management, and identify possible gaps and 
opportunities for improvement. In addition, 
the Study10 was amongst the first e�orts to 
examine compliance of the amended11 PDP 
Law with international standards, namely 
Convention 108 and Organisation for 
Economic Co-operation and Development 
(OECD) guidelines.12 

The Study considered the scope and princi-
ples of the amended PDP Law as compatible 
with CoE Convention 108 and Committee of 
Ministers Recommendation No. R (87) 1513 on 
regulating the use of personal data in the 
police sector. Several problems were encoun-
tered concerning the legal basis for process-
ing sensitive data and data sharing between 
state institutions. Reference in Article 17 of 
the PDP Law to special legislation for data 
security was seen as an opportunity to 
undertake a technical shi�t to a more com-
prehensive organisational approach on data 
safety. The functions and independence of 
the supervisory authority were deemed to be 
compliant with European standards. 

The Baseline Study o�ered several recom-
mendations concerning the clarity of formu-
lations related to the scope of the PDP Law 
and the conditions for lawful disclosure of 
data to third parties, and the need to intro-
duce specific legal grounds for processing 
sensitive data for migration purposes. The 
Study suggested expanding the obligations 
of controllers, requiring them to inform the 
data subjects proactively, not only when data 
is collected directly from an individual but 
also when information is collected from third 
parties. 

The Baseline Study also recommended 
adopting detailed by-laws on organisational 
measures for safeguarding compliance with 
the PDP Law and the mandatory appointment 
of Data Protection O�cers (DPOs) in public 
institutions processing substantial volumes 
of data.
 
The Baseline Study examined the conformity 
with Convention 108 and the PDP Law provi-
sions of seven laws14 regulating the migration 
management and Agreement between the EU 
and Georgia on the readmission of persons 
residing without authorisation. The study 
also evaluated the number of presidential 
ordinances, governmental resolutions, and 
ministerial orders in this area. 

The general observation was that the existing 
legal acts did not adequately provide for 
personal data protection. In several cases, 
provisions (of both laws and by-laws) were 
vague in regard to the purposes and princi-
ples of data processing; and the categories 
and volume of processed data could not be 
predicted for each data subject. There was a 
lack of explicit provisions regarding sensitive 
data processing and the distinction of roles 
and responsibilities.

The Study evaluated the personal data 
protection practices of the MIA, the MFA, the 
Ministry of Internally Displaced Persons from 
the Occupied Territories, Accommodation 
and Refugees (MRA), and the PSDA. The 
following processes were examined: issuance 
of residence permits; granting stateless 
status, issuance of ID cards and passports; 
procedures related to obtaining citizenship 
of Georgia; deferral of an alien’s stay in Geor-
gia; border control; readmission manage-
ment; issuance of visas; issuance of return 
documents to Georgian citizens; consular 
registration; issuance of the status of refugee 
and granting asylum; determination of repa-
triate status and management of the reinte-
gration process.  

For the purposes of assessment, the most 
critical five benchmarks were outlined − legal 
grounds for data processing; the obligation 
of informing the data subject; data security; 
submitting the filing system catalogues; and 
international data transfer. 
The Study highlighted the vital role of each 
institution in the migration management 
process. Based on observation and consider-
ing the existence of an internal DPO and its 
advanced Information Technology (IT) infra-
structure, the PSDA was seen as the most 
mature organisation in terms of personal 
data protection.

The Study concluded that the MFA imple-
mented the PDP Law in practice, particularly 
concerning the legal grounds for data 
processing and informing data subjects. 
However, the level of awareness and exper-
tise within the Ministry concerning data 
protection principles required enhancement. 

The Baseline Study observed certain MIA 
activities aimed towards implementing the 
PDP Law, including the adoption of by-laws, 
specifically addressing personal data protec-
tion matters and strengthened data access 
control. The Ministry demonstrated a certain 
degree of organisational maturity in terms of 
data protection. However, it was noted that 
its existing IT system and workflow proce-
dures were not entirely consistent with PDP 
Law principles. 

Concerning the MRA, the study noted a lack 
of expertise and capacity for e�ciently 
implementing the data protection legal 
framework and internal policy. The standards 
of physical and infrastructural security of 
personal data were not met. 
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The Study also provided general observations 
and findings that were of relevance to all organisations:

In addition to general recommendations, institu-
tion-specific recommendations were also elabo-
rated. For example, the MRA was advised to 
amend the refugee status review document flow 
process and provide data protection training for 
its employees. The MFA was proposed to appoint 
an DPO and an information security o�cer, and 
clarify employee roles and responsibilities 
concerning personal data protection. 

During the period of Study, the SIS did not exhibit any 
PDP Law violations. Consequently, no administrative 
measures/sanctions were applicable. 

In order to align migration management-related process-
es with the PDP legislation and standards, the Study 
provided the following general recommendations 
relevant to all authorities:

In most cases, data processing was done on 
appropriate legal grounds, as authorities had 
corresponding legal obligations, and personal 
data processing was necessary for compliance 
with statutory duties;

In some cases, excessive data processing and 
violations of the “need to know principle” were 
observed;

The obligation of informing data subjects was, in 
some instances, not adequately fulfilled;

Although sectoral legislation envisaged sensitive 
data processing, corresponding legal grounds in 
the PDP Law were not always available or identi-
fied;

Institutions had a lack of adequate and straight-
forward mechanisms for documentation of data 
disclosure. Thus, the obligation under (Article 18 
of) the PDP Law was not adequately fulfilled in all 
cases;

The institutions, in general, were informed on PDP
Law provisions, and a number of employees in 
each organisation had undergone specialised 
training;

Internal policy documents were not specific 
enough or updated in light of the PDP Law, or their 
implementation required substantial e�orts to be 
undertaken (i.e. in the MRA);

Only the PSDA and the MIA had appointed a DPO 
or designated team member responsible for data 
protection within the organisation. There was also 
a need to increase the involvement and influence 
of DPOs in the decision-making process.

Undertake risk analysis concerning data protec-
tion;

Implement e�ective systems for informing data 
subjects at the time of data collection;

Develop a more e�cient mechanism for docu-
menting data disclosure to third parties, enabling 
tracing of any disclosure to be easily undertaken;

Develop a database structure for e-services, 
enabling the splitting of data records into smaller 
parts so that only needed data is accessible by a 
particular user;

Explore the possibility of legislative changes to 
ensure that the processing of special categories of 
data stays within the PDP Law framework;

Provide definition and clarification on special 
regulation recipients and type of data obtainable 
from the population registry;

Evaluate information security, equipment man-
agement procedures, and other matters in the 
context of personal data protection;

Ensure DPO participation in specific processes, 
such as defining the scope of employee access to 
data;

Develop an internal audit methodology to check 
the e�ciency of policy documents concerning 
data protection.



 15.Resolution No. 335 on Approval of the Action Plan for the Implementation of 
the State Border Management Strategy of Georgia for 2014-2018, 6 May 2014, 
https://matsne.gov.ge/document/view/2338282?publication=0.

During the period 2016 through 2018, due to 
the reforms implemented by the Government 
of Georgia, the number of state ministries 
was reduced from eighteen to eleven. Conse-
quently, the government’s structural and 
functional changes, which focused on public 
administration e�ectiveness and results-ori-
ented performance, a�ected state institu-
tions involved in migration management as 
well.
 
Due to the government reshu�ing, the port-
folio of the O�ce of the State Minister for 
Diaspora Issues was transferred to the Minis-
try of Foreign A�airs in 2017. The newly estab-
lished Diaspora Relations Department of the 
MFA focuses on strengthening diaspora 
policy, including maintaining and enhancing 
contact with Georgians abroad. It also coor-
dinates the collection and analysis of infor-
mation on the Georgian diaspora.

In 2018, the State Ministry for European and 
Euro-Atlantic Integration was also merged 
with the MFA. The  Euro-Integration Depart-
ment of the MFA  became responsible for 
managing multilateral cooperation and relat-
ed migration issues within the EU Eastern 
Partnership initiative. It also coordinates 
collaboration with the European Union 
Member States (EU MSs) in the framework of 
the EU Mobility Partnership initiative.

The functions of the Ministry of Refugee
s and Accommodation were divided between 
three state institutions. The Ministry of 
Regional Development and Infrastructure 
took over the construction of apartment 
buildings for internally displaced persons 
(IDPs); migration functions were transferred 
to the MIA; and the social component, includ-
ing IDP policy and programmes, was allocat-
ed to the MoIDPLHSA. The latter ministry is 
also involved in labour migration manage-
ment. 
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3. Institutional, Policy and Legislative 
Developments since 2015 
3.1. Institutional and Policy Developments

Since 2018, the Migration Department of the 
MIA has been responsible for implementing 
state policy on refugees, persons with 
humanitarian statuses, and asylum seekers, 
as well as conducting overall migration 
control. This enhanced portfolio comes in 
addition to the Ministry’s competencies 
related to the implementation of readmis-
sion agreements, detection and identifica-
tion and removal of foreigners staying in 
Georgia without legal grounds, and manage-
ment of the Temporary Accommodation 
Centre (TAC). With a view to preventing irreg-
ular migration, organised crime and improv-
ing border management, the MIA employed 
the Unified Risk Analysis System. In coopera-
tion with other state institutions, the Ministry 
also implemented the 2014-2018 Action Plan15 
of the Georgian State Border Management 
Strategy.
 
On 21 July 2018, the Parliament of Georgia 
adopted the Law on the State Inspector 
Service, and from 10 May 2019, the O�ce of 
the Personal Data Protection Inspector (PDPI) 
was transformed into the State Inspector’s 
Service. Alongside supervision of data 
processing by public and private organisa-
tions (including public institutions engaged 
in migration management), since 1 November 
2019, the SIS, as an independent state 
authority, also investigates specific catego-
ries of grave criminal o�ences, such as 
torture, and degrading or inhuman treatment 
committed by law enforcement o�cers and 
other public o�cials. 



16.SCMI, About Us, http://migration.commission.ge/index.php?article_id=59&-
clang=1.

17.Ordinance No. 622 on Approval of the Migration Strategy of Georgia for 
2016-2020, 14 December 2015, https://matsne.gov.ge/ka/docu-
ment/view/3095139?publication=0.

18.SCMI (2015), Migration Strategy of Georgia 2016-2020, Uno�cial Translation, 
http://migration.commission.ge/files/migration_strate-
gy_2016-2020_eng_final_amended_08.2018.pdf.

The State Commission on Migration Issues 
(SCMI), established in 2010 as a government 
consultative body, has become an e�ective 
instrument for coordinating migration policy 
development and implementation in recent 
years. Currently, the Commission comprising 
representatives from nine government 
entities and nine international/local organi-
sations with consultative status is chaired by 
the Ministry of Justice (MoJ) and co-chaired 
by the MIA.16 

The Migration Strategy of Georgia 2016-2020, 
a principle document setting out state policy 
in the field of migration, developed by the 
SCMI and approved by the government 
through Ordinance No. 622,17 defines the 
long-term goals, objectives, principles, and 
target groups of Georgian migration strategy. 
It is structured around eight strategic direc-
tions, namely: facilitating regular migration; 
combating illegal migration; developing the 
asylum system; facilitating the integration of 
immigrants, and reintegration of returned 
migrants; migration and development; 
improving migration management; raising 
public awareness; and deepening interna-
tional cooperation.18 The Strategy also 
provided an excellent overview of the institu-
tional and legislative framework and situa-
tion analysis in place at that time. The docu-
ment was in full compliance with the sectoral 
and policy documents in related fields, 
including the National Human Rights Strate-
gy 2014-2020.

Enhancing the quality of data collection and 
processing, maximising the analytical poten-
tial of data, and improving personal data 
protection and information security mecha-
nisms comprised important, cross-cutting 
objectives of the Migration Strategy. For 
improving migration policy coordination, the 
following purposes, amongst others, were 
defined: regular collection and analysis of 
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migration data via the UMAS; identification of 
the new types of data needed for migration 
policy analysis; considering the personal 
data protection regulations, widening of 
mutual access to the migration databases of 
the state agencies involved in migration 
management − to facilitate comprehensive 
and e�ective fulfilment of their obligations; 
development of indicators on immigrant 
integration and economic activity and collec-
tion/monitoring of relevant data.

Although the concept of creating an analyti-
cal system for all migration-related adminis-
trative data sources was born in late 2010, 
driven by the VLAP and assisted by the EU 
support, the initial concept of the Unified 
Migration Data Analytical System developed 
by the PSDA underwent significant develop-
ment in the period of 2015-2016. As of June 
2017, the first phase of UMAS development 
was completed. A�ter testing, the UMAS was 
launched in 2018 by processing real data 
secured in the databases of various agencies 
involved in migration management. Compre-
hensive information about the UMAS is avail-
able in Section 4 of this Report.
 



19. Ordinance No. 810 on Approval of the 2021-2030 Migration Strategy of 
Georgia, 30 December 2020, 
https://migration.commission.ge/files/ms_2021-2030_eng_08.02.21.pdf.

On 30 December 2019, the National Strategy 
for Labour and Employment Policy of Georgia 
2019-2023 and its Action Plan for 2019-2021 
were approved. The Strategy includes specif-
ic goals and objectives on labour and 
employment, labour migration, education, 
gender equality, social protection, industrial 
and economic policy; presenting the govern-
ment’s vision for systemic and strategic 
reforms to be implemented in these areas.
The work carried out for the progress review 
has coincided with the development of the 
third Migration Strategy and the second 
National Human Rights Strategy. The 
2021-2030 Migration Strategy of Georgia was 
approved by the government through Ordi-
nance No. 810,19 on 30 December 2020. The 
National Human Rights Strategy, also intend-
ed to cover the years 2021-2030, is still to be 
finalised.

The dra�t Human Rights Strategy creates a 
consolidated framework for reinforcing the 
strong and unified national system to protect 
fundamental human rights and advance 
institutional democracy. One of its strategic 
goals is to ensure that the constitutional 
guarantees of equality are reflected in all 
state policies, and that their implementation 
constitutes an irreversible process. The Strat-
egy also aims to strengthen personal data 
protection, the relevant legislative frame-
work, and mechanisms promoting labour 
rights; and ensure the continuous protection 
and promotion of, and respect for, the rights 
of persons under international protection, 
asylum seekers, stateless persons, migrants, 
and Georgian citizens abroad. 

The long-term vision of the Migration Strate-
gy of Georgia 2021-2030 is based on the over-
arching notion of “migration and develop-
ment”. The Strategy’s sectoral priorities, 
goals, and objectives have been defined by 
interlinked and mutually dependent local, 
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regional and global dimensions. The Migra-
tion Strategy refers to further improvement 
of migration data quality and management, 
strengthening coordination between central 
and local authorities, and further expanding 
the UMAS, including by exploring the ability 
to integrate non-traditional data sources. 



20. Ministry of Foreign A�airs of Georgia, Homepage, https://mfa.gov.ge.
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3.2. Legislative Developments

In parallel with the EU approximation 
process, recent years have seen Georgia’s 
legislation in the migration area modernise 
significantly, and both the VLAP and the AA 
have had an enormous impact on the legisla-
tive process. A key VLAP benchmark 
concerned consolidation of the legal and 
institutional framework ensuring the integri-
ty and security of the civil status and civil 
registration process, including the registra-
tion of all Georgian citizens in a unified and 
secure electronic population registry, featur-
ing safeguards that meet the highest data 
protection standards. Other VLAP bench-
marks called for Georgia to:

The European Commission closely monitored 
the VLAP implementation process and, on 18 
December  2015, published its final progress 
report.20 All benchmarks, including those 
related to data protection, document securi-
ty, and migration management, were deemed 
to have been achieved. Following this 
successful implementation of the VLAP, 
visa-free travel to EU/Schengen states for 
Georgian citizens entered into force on 28 
March 2017, alongside the renewed visa 
suspension mechanism for third countries. 

Consolidate the legal and institutional frame-
work for the protection of personal data, in 
line with EU and international standards, 
including through the adoption of by-laws, 
instructions, and guidelines to regulate proce-
dures, functions, and responsibilities.

Sign, ratify, and transpose into national legis-
lation the relevant international conventions, 
protocols, and recommendations, including 
the 2001 Additional Protocol to Council of 
Europe Convention 108 for the Protection of 
Individuals with regard to Automatic Process-
ing of Personal Data, regarding supervisory 
authorities and cross-border data flows, and 
the Committee of Ministers of the Council of 
Europe Recommendation No. R (87) 15 regulat-
ing the use of personal data in the police 
sector.

Establish an independent data protection 
supervisory authority with adequate powers 
and obligations.

Strengthen bilateral and multilateral opera-
tional law enforcement cooperation agree-
ments or working arrangements, namely with 
the European Union Agency for Law Enforce-
ment Cooperation (Europol), including by 
sharing relevant information in a timely 
manner and conducting joint investigations 
and operations with competent law enforce-
ment authorities in EU MSs and third coun-
tries, in line with data protection require-
ments and through the appropriate channels.

Conclude an operational cooperation agree-
ment with EUROPOL, ensuring an adequate 
level of data protection. 



21. Ministry of Foreign A�airs of Georgia, Homepage, https://mfa.gov.ge.

22. Agreement between the European Union and Georgia on the readmission of 
persons residing without authorisation, 25 February 2011, https://eur-lex.euro-
pa.eu/legal-content/EN/TXT/?uri=CELEX%3A22011A0225%2803%29.

23.State Ministry for Euro-Atlantic Integration of Georgia, Mobility Partnership, 
https://smr.gov.ge/uploads/prev/8_Mobilit_2c6e5f30.pdf.

24. Delegation of the European Union to Georgia, EU-Georgia Mobility 
Partnership Local Cooperation Platform Meeting, Press releases, 9 June 2017, 
https://eeas.europa.eu/delegations/georgia/27895/node/27895_ar.

25. Europol, Georgia: Operational, Partnerships and Agreements, https://ww-
w.europol.europa.eu/agreements/georgia.

26. Eurojust (2019), Agreement on cooperation between Eurojust and Georgia, 
29 March 2019, https://www.eurojust.europa.eu/agreement-cooperation-be-
tween-eurojust-and-georgia.

27. Organic Law on the Citizenship of Georgia, Law No. 2319-II, 30 April 2014, 
https://matsne.gov.ge/ka/document/view/2342552?publication=5.
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On 27 June 2014, the EU-Georgia Association 
Agreement, including the Deep and Compre-
hensive Free Trade Area (DCFTA), was signed 
in Brussels. Simultaneously, the EU-Georgia 
Association Agenda was adopted, establish-
ing a set of jointly agreed priorities for 
2014-2016. On 1 July 2016, the AA between the 
European Union and Georgia fully entered 
into force. On 20 November 2017, the Europe-
an Union and Georgia adopted the Associa-
tion Agenda for 2017-2020,21 a more ambitious 
endeavour than the previous version that 
enabled Georgia to move closer to EU stan-
dards. In particular, the Association Agenda 
2017-2020 includes short-term and mid-term 
priorities related to:

Another essential legal Instruments in the 
migration area is the Agreement between the 
European Union and Georgia on the Read-
mission of Persons Residing without Authori-
sation.22 The Agreement aims to develop 
quick and e�ective procedures for identifying 
and returning in an organised manner those 
who do not satisfy the defined requirements 
for entry, stay, transit, or residence in the 
European Union or Georgia. Article 16 of the 
Agreement is dedicated to data protection 
issues. Since 2015, Georgia has signed several 
implementing protocols with EU member 
states. Agreements on the Readmission of 
Persons Residing without Authorisation have 
also been signed with Belarus (in 2015) and 
Iceland (2017). The MFA has also launched 

negotiations in this regard with other coun-
tries, e.g., Montenegro, China, Turkey, and 
Libya.
  
Cooperation within the framework of Mobility 
Partnership is also an essential direction of 
Georgia-EU relations, which aims to combat 
illegal migration and promote legal migra-
tion, including through a “circular migration” 
scheme.23 Georgia and the EU continue their 
cooperation in the areas of migration and 
mobility under the Partnership for Mobility 
Initiative.24

Stimulated by the VLAP and AA Agendas, 
agreements with Europol25 and Eurojust26 
were signed during the period 2017-2019, and 
major legislative acts regulating migration 
were further amended.

Following the constitutional amendments, 
the Organic Law on the Citizenship of Geor-
gia27 was amended in relation to dual citizen-
ship, conditions for retaining Georgian 
citizenship, citizenship eligibility criteria, and 
requirements for granting Georgian citizen-
ship through a simplified procedure and by 
way of exception. Based on the amended 
Law, receiving the citizenship of another 
country no longer automatically constitutes a 
basis for losing Georgian citizenship. 

ConsEqual treatment; 

Protection of personal data, including 
approximating Georgian PDP legislation 
and practice with the latest European data 
protection standards; 

Migration and asylum; 

Border management.



28. Law No. 2045-II on the Legal Status of Aliens and Stateless Persons, 5 March 
2013, https://matsne.gov.ge/en/document/view/2278806?publication=12.

29. Law No. 2391-II on the Elimination of All Forms of Discrimination, 2 May 2014, 
https://matsne.gov.ge/ka/document/view/2339687?publication=3.

30.Law No. 42-I on International Protection, 1 December 2016, 
https://matsne.gov.ge/ka/document/view/3452780?publication=4.

31. Law No. 354 on the Rules of Departure of Georgian Citizens from Georgia 
and Entry into Georgia, 7 December 1993, https://matsne.gov.ge/ka/docu-
ment/view/93850?publication=17.

32. Law No. 323 on Registration of Citizens of Georgia and Foreigners Residing in 
Georgia, Identity (Residence) Card and Issuance of Passport of a Citizen of 
Georgia, 27 June 1996, https://matsne.gov.ge/ka/document/view/31504?publica-
tion=51.

33.Law No. 3418-II on Labour Migration, 1 April 2015, https://matsne.gov-
.ge/ka/document/view/2806732?publication=3

34. Law No. 5301-II on Compatriots Living Abroad and Diaspora Organisations, 
24 November 2011, https://matsne.gov.ge/ka/document/view/1524714?publica-
tion=9 .

35. Law No. 6438 on Consular Activities, 12 June 2012, https://matsne.gov-
.ge/ka/document/view/1682950?publication=5.

36. Law No. 2944 on the Fight against Human Tra�cking, 28 April 2006, 
https://matsne.gov.ge/ka/document/view/26152?publication=14.

37. Law No. 1536 on the State Border of Georgia, 17 July 1998, 
https://matsne.gov.ge/ka/document/view/31966?publication=33.
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The Law on the Legal Status of Aliens and 
Stateless Persons28 has since 2015 been 
amended several times, including in light of 
the 2017 Law of Georgia on International 
Protection. Other changes have been related 
to the e-visa portal, visa categories, 
residence rules, and departure procedures 
for a child born through in vitro fertilisation 
(surrogacy).
 
The 2019 amendments to the Law on the 
Elimination of All Forms of Discrimination29 
considerably improved the legal and institu-
tional guarantees for the fight against 
discrimination. The amendments expanded 
the capacity of the Public Defender’s O�ce to 
use anti-discrimination mechanisms and 
enforce decisions e�ectively. The Law now 
prohibits and places sanctions on harass-
ment and sexual harassment. The Public 
Defender’s O�ce became responsible for 
examining sexual harassment cases in the 
workplace, while the MIA is responsible for 
cases that occur in public spaces. 

Aiming at approximation to the EU Asylum 
Acquis, the Law on International Protection30 
was adopted in 2016, while the previous Law 
of Georgia on Refugee and Humanitarian 
Statuses was declared null and void. The new 
Law specifies general protection principles 
and strengthens procedural safeguards at all 
stages of the asylum procedure. The Law 
defines the conditions for entry and stay on 
Georgia’s territory, and the rights, freedoms, 
and obligations of asylum seekers, refugees, 

international protection holders, and 
persons under temporary protection. The 
Law also specifies state agency competen-
cies and the rules for coordinating their 
activities to establish fair and e�cient 
asylum procedures.

Since 2015, the Law on the Rules and Proce-
dures for Georgian Citizens Exiting and 
Entering Georgia31 has been amended three 
times. The 2020 amendments defined the 
grounds for restricting the right to exit Geor-
gia temporarily for citizens travelling to 
EU/Schengen countries, the authority of the 
Minister of Internal A�airs to determine the 
terms and conditions for crossing the border, 
and the procedure for the appealing deci-
sions on restriction.

The Law on the Procedure for Registering the 
Citizens of Georgia and Aliens Residing in 
Georgia, for Issuing Identity (Residence) 
Cards and Passports of a Citizen of Georgia32 
has since 2015 been amended approximately 
20 times. Among other procedural issues, 
changes have been made in relation to 
consular registration data sharing between 
the MFA and the PSDA.

Since 2015, the Laws on Labour Migration,33 
Compatriots Residing Abroad and Diaspora 
Organisations,34 Consular Activities,35 Com-
bating Human Tra�cking36 and the State 
Border of Georgia37 have also revised, mostly 
in regard to the competencies of state insti-
tutions.
 



38. Law No. 5669 on the Protection of Personal Data, 28 December 2011, 
https://matsne.gov.ge/document/view/1561437?publication=22.

39. Ordinance No. 416 on the Use of Data Available at Administrative Bodies of 
the State Services Development Agency and the Consular Department of the 
Ministry of Foreign A�airs of Georgia, and Issuance and Exchange of this Data 
for Criminal Prosecution and Operative-Investigative Activities, 6 August 2015, 
https://matsne.gov.ge/ka/document/view/2940471?publication=0.

40. Ordinance No. 352 on Approval of the Rules for the Formation and 
Administration of a Unified Analytical System of Migration Data, 17 July 2015, 
https://matsne.gov.ge/ka/document/view/2914899?publication=4.

41.Ordinance No. 2557 on Ensuring Access to Data between Relevant 
Administrative Bodies in the Field of Labour Migration, 27 November 2015, 
https://matsne.gov.ge/ka/document/view/3071780?publication=0.
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Significant changes were made to the Law on 
Personal Data Protection38 in 2018; in light of 
the adoption of a special Law on the State 
Inspector Service, which transformed the 
O�ce of the Personal Data Protection Inspec-
tor into a new institution − the SIS. Other 
amendments to the PDP Law in during the 
period 2016-2018 were related mostly to 
legitimate grounds for processing special 
data categories relevant to migration man-
agement. The following legal grounds for 
processing sensitive data were added to 
Article 6 of the Law:

To consider the issues related to the mainte-
nance of personal files and registers of the 
persons accused/convicted; to carry out 
individual planning of sentence, to release the 
convicted person on parole, and replace an 
unserved term with a lighter sentence.

For enforcement of legal acts under Article 2 of 
the Law of Georgia on Enforcement Procedure 
of Non-custodial Sentences and Probation.

For processing data in cases directly provided 
for by the Law of Georgia on International 
Protection.

For the operation of a unified migration data 
analytical system.

For realising the right to education of persons 
with special needs.

To discuss the issue provided for by Article 11.2 
of the Law on Prevention of Violence against 
Women and/or Domestic Violence, Protection 
and Assistance to Victims of Violence.
 

Since 2015, many important governmental 
decrees and ministerial acts governing data 
processing in the migration area have been 
adopted or amended. For the aims of the 
Progress Review Report, only a small number 
of the changes related to data processing are 
emphasised, highlighting progress towards 
regulating data flows in the migration area:

On 6 August 2015, the Government of Georgia 
approved Ordinance No. 416 on the Rules of 
Use, Issuance, and Exchange of Data Available 
at the State Services Development Agency and 
the Consular Department of the Ministry of 
Foreign A�airs, Including for the purpose of 
criminal prosecution and operative-investiga-
tive activities.39 The Rules provide for the use 
of received data only for the purposes neces-
sary for the performance of the duties of 
administrative bodies. The Rules also prohibit 
the transfer, disclosure, or further use of data 
unless otherwise provided for by Georgian 
legislation. Administrative bodies are obliged 
to take appropriate legal, organisational, and 
technical measures to ensure that data is 
protected from accidental or unlawful 
destruction, alteration, disclosure, or any 
other unlawful processing.

On 17 July 2015, the Rules for the Formation 
and Administration of a Unified Migration Data 
Analytical System was approved through Ordi-
nance No. 352.40 These Rules define the bodies 
required to provide, process, authorise and 
submit data necessary for the formation of a 
UMAS. 

Ordinance No. 2557 of 27 November 2015 on 
Ensuring Access to Data between Relevant 
Administrative Bodies in the Field of Labour 
Migration41 confirmed the possibility of deter-
mining the volume and format of data 
exchanged under the framework of the memo-
randums signed between the respective agen-
cies.

On 13 February 2015, the Minister of Foreign 
A�airs approved the Personal Data Processing 
Rules through Order No. 01-34. The Order 
defines the principles and legal bases for data 
processing at the MFA, categories of data, the 
MFA purposes for which data may be 
processed, data subject rights and the DPO 
tasks.  



Europe is at the forefront of data protection, 
and EU data protection legislation has long 
been  regarded as the gold standard world-
wide.  The comprehensive data protection 
reforms recently carried out by the EU and 
the CoE are extensive and provide increased 
legal certainty for individuals and organisa-
tions processing data. 

The European data protection standards are 
based on Council of Europe Convention 108 
and the Modernised Convention 108+, EU 
instruments – including the GDPR and the 
Data Protection Directive for Police and Crim-
inal Justice Authorities (“Police Directive”), 
and the respective case law of the European 
Court of Human Rights (ECHR) and the Court 
of Justice of the European Union.45

42. Order No. 79 on Approval of the Rules for Taking Asylum Seeker Fingerprints 
and Processing this Personal Data, 4 June 2020, https://matsne.gov.ge/docu-
ment/view/4880135?publication=0.

43. Order No. 78 on Approval of the Rules for Determining the Terms of Storage 
of Personal Data Processed on the Basis of the Law of Georgia on International 
Protection, 3 June 2020, https://matsne.gov.ge/ka/document/view/4880224?-
publication=0.

44. Order No. 99 on Identification of the Request for International Protection at 
the State Border of Georgia by a Foreigner or Stateless Person and on Approval 
of the Rules for Exchange of Information between the Department of Migration 
of the Ministry of Internal A�airs of Georgia, the Patrol Police Department and 
the State Sub-Department, 21 July 2020, https://matsne.gov.ge/ka/docu-
ment/view/4920483?publication=0.

45. FRA (2018), Handbook on European data protection law. 2018 edition, April 
2018, https://fra.europa.eu/en/publication/2018/handbook-europe-
an-data-protection-law-2018-edition, p. 3.
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On 3 June 2020, Order No. 79 was issued by the 
Minister of Internal A�airs to approve new 
Rules for taking asylum seeker fingerprints 
and processing this personal data.42 The 
Order defines the procedure for taking, com-
paring, storing, accessing, deleting, and 
destroying personal data under the Law of 
Georgia on International Protection; the rights 
and responsibilities of o�cials authorised to 
process the fingerprints; the data retention 
period; and security measures. On the same 
day, by way of Order No. 78, and in conformity 
with the data storage principle provided for by 
the PDP Law, the Minister also approved the 
Rules for Determining the Terms of Storage of 
Personal Data Processed based on the Law of 
Georgia on International Protection.43 

On 20 July 2020, the Minister of Internal A�airs 
issued Order No. 99 to approve new rules for 
the identification of the request for interna-
tional protection by a foreigner or stateless 
person at the state border of Georgia, and on 
the exchange of information between the 
Department of Migration of the MIA, the Patrol 
Police Department and the Georgian border 
police.44 



Significant changes were made to the Law on 
Personal Data Protection38 in 2018; in light of 
the adoption of a special Law on the State 
Inspector Service, which transformed the 
O�ce of the Personal Data Protection Inspec-
tor into a new institution − the SIS. Other 
amendments to the PDP Law in during the 
period 2016-2018 were related mostly to 
legitimate grounds for processing special 
data categories relevant to migration man-
agement. The following legal grounds for 
processing sensitive data were added to 
Article 6 of the Law:

While the core principles of the 1981 Conven-
tion 108 have stood the test of time and its 
technologically neutral approach undeniably 
constitutes a strength, the CoE considered 
modernisation of its landmark instrument 
necessary.46 The associated consultation 
process started in 2011, and the first phase of 
the dra�ting was entrusted to the Committee 
of Convention 108 (T-PD). In 2013, the inter-
governmental, Ad hoc Committee on Data 
Protection (CAHDATA) was established to 
continue work on the Convention 108+. It 
should be mentioned that Georgia, repre-
sented by the Personal Data Protection 
Inspector, was actively engaged in the work 
of the ad hoc Committee. The final phase of 
the work was carried out at the level of the 
Committee of Ministers.  The Committee of 
Ministers and its group of Rapporteurs (GR-J) 
reviewed the CAHDATA proposals and adopt-
ed the amending protocol on 18 May 2018.47

Georgia has not yet signed, nor, subsequent-
ly, ratified, the Modernised Convention 108+.

With this modernisation, the original princi-
ples of the 1981 Convention have been 
rea�rmed, strengthened, and new safe-
guards laid down. The principles of transpar-
ency, proportionality, accountability, data 
minimisation, and privacy by design are 
recognised as crucial elements of the 
Convention 108+. The main developments48 
are presented below.

Since 2015, many important governmental 
decrees and ministerial acts governing data 
processing in the migration area have been 
adopted or amended. For the aims of the 
Progress Review Report, only a small number 
of the changes related to data processing are 
emphasised, highlighting progress towards 
regulating data flows in the migration area:

46.CoE, Modernisation of Convention 108, https://www.coe.int/en/web/da-
ta-protection/convention108/modernised.

47. CoE, Background, Modernisation of Convention 108, https://www.coe.in-
t/en/web/data-protection/background-modernisation.

48. CoE (2019), The modernised Convention 108: novelties in a nutshell, 
https://rm.coe.int/modernised-conv-overview-of-the-novelties/16808accf8.
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The Convention’s scope of application 
includes both automated and non-automat-
ed processing of personal data in the private 
and public sectors, indistinctly. The Conven-
tion does not only apply to data processing 
carried out by a natural person for purely 
personal household activities. Parties are no 
longer provided with the possibility to make 
declarations aimed at exemption from the 
Convention’s application to the specific types 
of data processing (e.g. national security and 
defence purposes). Each Party has to adopt 
in its domestic Law through measures neces-
sary to give e�ect to the provisions of the 
Convention, demonstrate that the actions are 
e�ective, and acknowledge that the Conven-
tion Committee may check this compliance 
through the new follow-up mechanism. 



Article 5 on the legitimacy of data processing 
and quality of data underlines that the 
proportionality principle should apply 
throughout the entire processing, particular-
ly regarding the means and methods used. A 
new provision has been introduced to lay 
down the legal grounds for the processing: 
the consent (which to be valid has to satisfy 
several criteria) of the data subject or some 
other legitimate basis laid down by law (con-
tract, vital interest of the data subject, legal 
obligation of the controller, etc.). The cata-
logues of sensitive data have been extended 
to include genetic and biometric data, and 
data revealing trade union membership or 
ethnic origin. 

Accountability becomes an integral part of 
the protective scheme. Controllers should 
demonstrate compliance with the data 
protection rules and take all appropriate 
measures to ensure that the right to data 
protection is provided by a privacy impact 
assessment, privacy by design, and privacy 
by default principles. 

Regarding data security, the requirement to 
provide notification, without delay, of any 
security breaches has been introduced. This 
requirement is limited to cases that may 
seriously interfere with data subjects’ rights 
and fundamental freedoms, which should be 
relayed, at a minimum, to the supervisory 
authorities. To ensure transparency, control-
lers should provide the data subject with a 
set of information, e.g. their identity, legal 
basis, purposes of the processing, and data 
categories. They should furthermore provide 
any additional information necessary to 
ensure fair and transparent processing.
 
The modernised Convention strengthens the 
data subject’s right to access. Furthermore, 
data subjects are entitled to obtain knowl-
edge of the reasoning underlying the data 
processing. Another novelty is the right to not 
be subject to a decision made solely on the 
basis of automated processing which a�ects 
the data subject, without taking her/his 
views into consideration. Data subjects have 
a right to object at any time to their data 
being processed, unless the controller 
demonstrates compelling overriding legiti-
mate grounds for the processing. 
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The rights laid down in the Convention are 
not absolute. They may be limited when 
prescribed by law, and constitute a necessary 
measure in a democratic society based on 
specified and limited grounds. Among these 
limited grounds are now included “essential 
objectives of public interest”, and reference 
to the right to freedom of expression. A new 
paragraph deals explicitly with data process-
ing for national security and defence purpos-
es, subject to independent and e�ective 
supervision. 

Article 14 on transborder flow defines a 
regime to ensure that information initially 
processed within a Party’s jurisdiction always 
remains protected by appropriate data 
protection principles. 

The modernised Convention empowers 
supervisory authorities with functions to 
intervene, investigate, engage in legal 
proceedings or bring to the attention of the 
judicial authorities violations, raise aware-
ness, provide information, and educate all 
actors involved (data subjects, controllers, 
processors, etc.). The Convention now also 
allows the authorities to make decisions and 
impose sanctions. Furthermore, it is recalled 
that the supervisory authorities should be 
independent in exercising these tasks and 
powers. 

The modernised Convention also addresses 
cooperation and mutual assistance between 
the supervisory authorities and provides a 
forum for increased collaboration − a 
network of the Parties’ supervisory authori-
ties. The role and powers of the Convention 
Committee have been strengthened – it plays 
a crucial role in interpreting the Convention, 
encouraging exchanging information 
between the Parties, and developing data 
protection standards. 

3.3.1. CoE Convention 108+



In 2012, the European Commission proposed 
a comprehensive reform of the 1995 EU data 
protection rules to strengthen online privacy 
rights and boost the Union’s digital economy. 
Apart from rapid technological progress, the 
globalisation of data flows and the broad 
access to personal data by law enforcement 
agencies constituted factors that triggered 
the reform process.49

The EU data protection reform package
included:

  The GDPR, which replaced the 1995 Data   
  Protection Directive.

  The Directive on protecting personal data
  processed for the purpose of criminal law
  enforcement (“Police Directive”)

A�ter extensive public consultation, in 2014, 
the European Parliament demonstrated 
strong support for the GDPR by voting in 
plenary with 621 votes in favour. This legisla-
tive package updated and modernised the 
1995 rules and the 2008 framework decision 
on data protection in judicial cooperation in 
criminal matters and police cooperation. In 
December 2015, the European Parliament, the 
EU Council of Ministers, and the Commission 
agreed on the GDPR. On 24 May 2016, the 
GDPR entered into force, and the EU MSs had 
two years to ensure that it became fully 
implementable. 

The GDPR is now recognised as law across the 
EU. It sets out the individual’s rights and 
establishes the obligations of those respon-
sible for processing personal data. Individu-
als are empowered with new safeguards 
enabling them to gain more control over their 
data, such as the right to be forgotten, easier 
access to their data, the right to data porta-
bility, and the right to know when one’s data 
has been breached. Along with new obliga-
tions such as accountability, privacy impact 
assessment, privacy by design and privacy by 
default, the mandatory breach notifications, 
and appointment of a DPO, the GDPR o�ers 
benefits for businesses by introducing the 
“one-stop-shop” principle. 
One institutional novelty of the GDPR is the 
newly established European Data Protection 
Board equipped with the competence to 
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issue binding decisions in cases of dispute 
between national data protection authori-
ties, and provide guidelines on applying the 
GDPR. The most well-known novelty comes in 
the form of the clear rules contained in the 
GDPR on the conditions for imposing admin-
istrative fines on legal entities that do not 
comply with the EU rules. 
The Police Directive was designed to be 
consistent with the GDPR. However, certain 
exceptions are envisaged, due to the speci-
ficity of cooperation in criminal matters and 
public interest reasons. The Police Directive 
entered into force on 5 May 2016, and 
Member States were given until 6 May 2018 to 
transpose the Directive into national law. The 
Directive ensures that police forces can do 
their work e�ciently using technological 
means while safeguarding citizens’ funda-
mental rights. The Directive urged the EU MSs 
to di�erentiate regarding the categories of 
data processed and the di�erent data 
subjects.
 
On 21 November 2018, Regulation 2018/172550 
on the protection of individuals with regard 
to the processing of personal data by EU 
institutions, bodies, o�ces and agencies and 
the free movement of such data and repeal-
ing Regulation No 45/2001 was published. 
The Regulation, which became e�ective as of 
12 December 2018, strengthens the European 
Data Protection Supervisor, which can fine EU 
institutions or bodies that do not comply 
with the requirements. The Regulation will 
apply to Eurojust, Europol, and the European 
Public Prosecutor’s O�ce.51 

The date of entry into force of the proposed 
E-Privacy Regulation,52 which aims at adjust-
ing the level of privacy in electronic commu-
nications and internet services to GDPR stan-
dards, has, at the time of writing, not been 
confirmed.  

3.3.2. EU Data Protection Legal Framework

49. Reding, V. (2011), ‘The upcoming data protection reform for the European Union’, 
International Data Privacy Law, Volume 1, Issue 1, February 2011, https://academ-
ic.oup.com/idpl/article/1/1/3/759666, p. 3. 

50. Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 
October 2018 on the protection of natural persons with regard to the processing of 
personal data by the Union institutions, bodies, o�ces and agencies and on the free 
movement of such data, and repealing Regulation (EC) No 45/2001 and 
Decision No 1247/2002/EC, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-
%3A32018R1725.

51.European Parliament (2018), Stronger data protection rules for EU institutions and 
agencies, Press Releases, 13 September 2018, 
https://www.europarl.europa.eu/news/en/press-room/
20180906IPR12126/stronger-data-protection-rules-for-eu-institutions-and-agencies.



In the pursuit of establishing a mature data 
privacy framework at the national level, on 22 
May 2019, a group of members of the Geor-
gian Parliament initiated the new dra�t Law 
“On Personal Data Protection” (the PDP Law) 
and other associated legislative changes,53 
prepared by the O�ce of the Personal Data 
Protection Inspector (now the SIS). As 
indicated in its explanatory note, the initiat-
ed package has as its overall aim the 
improvement of the PDP Law, ensuring its 
compatibility with the latest European stan-
dards (GDPR and Convention 108+), and 
equipping the SIS with the su�cient powers 
to enforce its mandate more e�ectively and 
transparently. Dra�t legislative changes are 
based on Georgia’s international obligations 
under the EU-Georgia Association Agreement 
and the Association Agenda 2017-2020. The 
package includes a chart providing detailed 
analyses of the dra�t PDP Law and other 
related dra�t changes geared toward align-
ment with the EU GDPR standards.

Following the path set by the EU GDPR and 
Convention 108+, the dra�t PDP Law extends 
the data processing principles, the legal 
bases for data processing, the data subject’s 
rights, and the obligations of data controllers 
and data processors. An important develop-
ment contained in the dra�t PDP Law is the 
obligation to designate DPOs within public 
institutions (except religious and political 
organisations) and private companies 
processing a significant amount of personal 
or sensitive data. DPOs should facilitate 
enforcement of the respective legislation 
during personal data processing, review 
relevant complaints, and cooperate with the 
SIS. The dra�t legislative changes provide for 
a more centralised sanctioning system for 
violation and propose the introduction of 
mitigating or aggravating circumstances.

20

According to the information note54 prepared 
by the UN O�ce of the High Commissioner for 
Human Rights in the South Caucasus, the 
legislative package should be considered an 
important step toward ensuring compatibili-
ty of the national legislation with interna-
tional standards and commitments. The eval-
uation by the CoE Directorate General Human 
Rights and Rule of Law55 of the Dra�t PDP Law 
and relevant amendments to other pieces of 
legislation confirmed that the dra�t docu-
ment, to the greater extent, complies with the 
provisions and standards stipulated under 
Convention 108+. Nevertheless, the CoE eval-
uation provided several recommendations 
concerning derogatory regimes related to 
national security and intelligence services 
that should remain exceptional.

3.4. Georgia’s Path towards Further Approximation with the Latest 
European Data Protection Standards

52.Proposal for a Regulation of the European Parliament and of the Council concerning 
the respect for private life and the protection of personal data in electronic communi-
cations and repealing Directive 2002/58/EC (Regulation on Privacy and Electronic 
Communications), COM(2017) 10 final, 10 January 2017, https://eur-lex.europa.eu/le-
gal-content/EN/TXT/?uri=CELEX%3A52017PC0010.

53. The dra�t legislative package and all associated o�cial documents are available at: 
https://info.parliament.ge/#law-dra�ting/18184.

54. Information Note on the New Dra�t Law on Personal Data Protection and Associated 
Dra�ts Legislative Changes, 12 September 2019. 

55.  Opinion of the Council of Europe Directorate General Human Rights and Rule of Law 
- Information Society and Action Against Crime Directorate prepared on the basis of the 
expertise of Graham Sutton and Maria Michaelidou on “Dra�t Law of Georgia on 
Personal Data Protection” and relevant amendments to other pieces of legislation, 
Strasbourg, 3 July 2020.



This section outlines the current approaches 
to data protection at four state institutions 
responsible for implementing migration 
policy and legislation. It also outlines tangi-
ble progress observed with the introduction 
of the UMAS and the encouraging e�ect on 
development of personal data protection 
standards by the EU integration process. In 
respect to the MIA and the PSDA, a number of 
highly positive developments have been 
observed, which could serve as good practice 
and role models for other state institutions, 
including the MFA and the MoIDPLHSA, which 
were recently assigned new functions related 
to migration management. 

It should be noted that all institutions 
emphasised the positive impact of the VLAP 
and the AA on data protection standards. 
Compliance with PDP law, mitigating the risk 
of cyberattack, and reputational damage are 
other drivers for change and development. 
Institutions assess the cooperation with the 
SIS positively and see further opportunities 
for collaboration, particularly regarding 
training, case studies, practical recommen-
dations, and guidelines tailored to their 
needs.  

Similar to the Baseline Study undertaken for 
the purposes of assessment, the five most 
critical benchmarks in achieving personal 
data protection standards are outlined: 
   
   legal grounds for data processing; 
   the obligation to inform the data subject; 
   data security; 
   submitting the filling system catalogues; 
   and 
   international data transfers. 

In addition, the Progress Review Report high-
lights relevant facts and figures, including the 
number of data subjects, categories of data 
processed, number of employees involved in 
data processing, databases used for migra-
tion management, data processors engaged 
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in data processing, frequency of consulta-
tions with SIS, etc. The UMAS, as a significant 
recent development and good practice 
employing “big data” technologies, advanced 
analytics, and data protection mechanisms, 
is discussed in the section separately.56 

56. Analysis is based on the document ‘Synthesis of administrative data and Big Data 
technologies for improved migration data – the Georgian case’, provided especially for 
the Progress Review by the SCMI Secretariat. 

4. State Institutions – State of the Art



4.1. Ministry of Foreign A�airs 

57. ‘Personal data’ is defined as information relating to an identified or identifiable 
individual. 

MFA Facts and Figures 

The Consular Department and Department 
for Relations with Diaspora of the MFA play 
an essential role in the field of migration 
management. The Consular Department 
processes non-sensitive and sensitive data 
of about 500 000 data subjects − foreign 
citizens and citizens of Georgia residing 
abroad − for consular registration, issuance 
of visas, and readmission purposes.
 
Special categories of data collected include 
biometric data and records related to health 
and criminal convictions. For the most part, 
data is collected directly from the data 
subjects, while in cases of readmission, the 
source of personal data might be the compe-
tent foreign or local authority. Approximately 
100 o�cials and public servants of the MFA 
are engaged in data processing operations.

To perform its functions, the Consular 
Department employs three electronic 
systems: the electronic system for document 
management – e-document; Geoconsul − an 
electronic system for consular activities; and 
a system for managing readmission applica-
tions. Since 2017, in the process of visa 
issuance, the MFA uses the assistance of the 
data processor VFS Global, an outsourcing 
and technology service provider for govern-
ments and diplomatic missions worldwide. 
The written agreement with the data proces-
sor envisages the provisions related to 
personal data protection.

The Department for Relations with Diaspora 
processes only non-personal data57 of dias-
pora organisation members. Currently, there 
is no structured database concerning Geor-
gians residing abroad. Therefore, it is impos-
sible to determine the number of data 
subjects. In its data processing, the Depart-
ment uses only one electronic system for 
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document management – the e-document 
system; and no more than ten employees are 
involved in data processing. The Department 
does not process special categories of 
personal data. 
 
At the national level, in order to perform its 
duties and exercise its assigned powers, 
specific data processed by the Consular 
Department is transferred to the MIA, the 
State Security Service of Georgia (SSG), the 
PSDA, and the Central Election Commission 
(for forming a unified list of voters). The 
Consular Department has access to databas-
es of the PSDA, the Notary Chamber of Geor-
gia, and the MIA (databases on border cross-
ing, criminal convictions, and wanted 
persons). The Department for Relations with 
Diaspora shares personal data only with the 
PSDA (mainly for the UMAS), and has limited 
access to PSDA databases. 

The MFA is the only state institution covered 
in the Progress Review Report against which 
no complaint related to personal data 
protection has been lodged, nor has the SIS 
had reason to make similar such observance 
during its examination of MFA data process-
ing practices. The Ministry periodically 
consults with the SIS; during the VLAP imple-
mentation process, communication was more 
intense. Currently, the MFA approaches the 
SIS about six to seven times per year, mainly 
regarding international transfers and person-
al data disclosure. 



4.1. Ministry of Foreign A�airs 

58. As of 20 December 2020, the catalogues are not available on the SIS website.

Developments at the MFA
 
Since the 2015 Baseline Study, the MFA has 
taken the following e�orts to ensure and 
demonstrate compliance with PDP law:

The MFA has a well-defined legal framework 
for data processing in the field of migration 
management, including governmental and 
ministerial legal acts and international 
agreements, e.g. the Vienna Convention on 
Consular Relations, and agreements on read-
mission and labour migration. The Ministry 
also identified relevant legal bases provided 
by the PDP Law, as well as explicit, specified, 
and legitimate purposes for di�erent 
processing operations, including data shar-
ing and transfer. The only concern expressed 
regarding legal bases relates to the restric-
tion imposed by Article 6.3 of the PDP Law, 
which prohibits disclosure of special catego-
ries of data (e.g. information related to the 
detention of and criminal proceedings 
against the data subject) to family members 
without the data subject’s consent, even in 
exceptional circumstances when the overrid-
ing interest of family members or significant 
public interest may be evident. 
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Presenting the filing system catalogues to the SIS;58

Identifying legal bases for data processing;

Providing data protection training to MFA sta� in 
partnership with the SIS and the Levan Mikeladze 
Diplomatic Training and Research Institute;

Integrating a module on PDP law into pre-departure 
training for Consular O�cers;

Developing and integrating data subject consent 
standard text into the visa application form;

Establishing internal personal data processing rules 
by ministerial order. 

Another area where identification of legal 
bases is required relates to the possibility of 
receiving personal data from the Ministry of 
Education, Science, Culture and Sport 
(MoESCS); as one of the functions of the 
Department for Relations with Diaspora is 
the facilitation of admission of compatriots 
living abroad to Georgian educational insti-
tutions.

To ensure data security, the MFA applies 
standard measures, including maintaining 
electronic data processing records  (logs), 
incident responses, and informing employ-
ees on information security issues. 

While data subject access requests are rare, 
the MFA provides information to data 
subjects proactively via various websites, 
including geoconsul.gov.ge and gda.ge, and 
verbally, during direct or telephone commu-
nication with data subjects. In the case of an 
access request by a data subject, the MFA 
ensures the delivery of information and 
copies within a maximum of 10 days.
 
The positive impact of the VLAP and the AA 
on data protection standards at the Ministry 
was emphasised during the interviews 
conducted. This was demonstrated by the 
approval of internal rules on data protection 
in 2015, which, driven by the EU legal frame-
work and practice, also foresees the appoint-
ment of a DPO. However, at the time of 
preparing the Report, no DPO had yet been 
appointed. 



MIA Facts and Figures 

The MIA plays a leading role in the field of 
migration management. Within its compe-
tences, three subordinate and structural 
units of the Ministry are actively engaged in 
this process. The MIA Border Police, a subor-
dinate state agency of the Ministry and law 
enforcement body, is responsible for fight 
against and prevention of irregular migra-
tion. The Patrol Police Department deals with 
border crossing and visa issuance at the 
border. The Migration Department carries out 
functions related to combating irregular 
migration, decision-making on international 
protection, managing the Reception and 
Temporary Accommodation Centre, and 
conducting relevant procedures to imple-
ment the Readmission Agreements. 

For migration management purposes, the 
MIA processes the personal data and all 
types of special categories of data (except 
genetic data) of up to 20 000 data subjects, 
including Georgian citizens illegally residing 
abroad, or whom previously resided abroad 
illegally and have returned to Georgia; 
asylum seekers and persons under interna-
tional protection, namely refugees, humani-
tarian status holders and persons under 
temporary protection; foreigners subject to 
expulsion from Georgia. More than 5 000 MIA 
sta� members are involved in data process-
ing operations in the fight against illegal 
migration and in the area of border control.

All systems have integrated access control, 
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and systematic monitoring is carried out to 
prevent unauthorised access or disclosure of 
data. Along with the incident response, MIA 
Administration, the General Inspection, and 
the Information-Analytical Department 
periodically conduct joint random monitor-
ing of data processing operations.

Sta� are regularly briefed concerning data 
security and access control. In the case of 
unauthorised access, disciplinary procedures 
are initiated. For example, during the period 
2016-2019, the Ministry revealed several data 
breaches, and all violators were subjected to 
appropriate disciplinary actions − warning, 
reprimanding, and dismissal.

The MIA data processor is the Operation-
al-Technical Agency of the SSG, which 
provides infrastructure and so�tware services 
to the MIA, as defined by the Law of Georgia 
on Operational-Technical Agency.

Data recipients: 

4.2. Ministry of Internal A�airs 

For processing migration-related data, the 
MIA uses nine databases and systems:

Electronic document management system – E-flow;
MIA unified search system;
Electronic criminal investigation programs;
Electronic system for migration management, data 
collection and statistics;
Database on asylum seekers and persons with 
international protection;
Electronic system for management of readmission 
applications;
BMARS – for border control;
Information-Analytical Department Information 
Centre Portal

Based on the legislation, the MIA provides person-
al data, including information on criminal convic-
tions, border crossing, and international protec-
tion status, to the MFA, the PSDA, the MoIDPLHSA 
and the SSG. 

Based on Order No. 193/N59 of the MoESCS on the 
rules of enrolment, terms, funding, and content of 
the Georgian-language training programme for 
asylum seekers and persons with international 
protection, the MIA also provides data to the 
MoESCS on juveniles housed in the TAC. 

Occasionally, based on the statutory duties and 
legal grounds defined by the PDP Law or other 
legal frameworks, personal data may be trans-
ferred to the Prosecutor’s O�ce, the Ministry of 
Justice, or the MoIDPLHSA. 



59.Order No. 193/N of the MoESCS on the Rules of Enrolment, Terms, Funding, and 
Content of the Georgian-Language Training Programme for Asylum Seekers and 
Persons with International Protection, https://matsne.gov.ge/ka/docu-
ment/view/3877226?publication=0.

In turn, the MIA obtains personal data from 
the MFA, the MoIDPLHSA, the PSDA, the SSG, 
and the Georgian Intelligence Service.
 
The MIA o�ten receives the data subject 
access requests and applications to provide 
copies of protocols or other documents 
containing personal data. The MIA also 
receives around 20 requests annually for 
rectification of inaccurate or incomplete 
personal data. All applications are promptly 
considered, and response is provided within 
10 days. As a controller, the MIA provides 
verbally relevant information concerning 
data processing directly when the data is 
collected from the data subject. When data is 
collected from other sources, information is 
provided upon request.
 
On account of the MIA’s multiple functions 
and the scale of its activities, it is one of the 
state institutions most frequently inspected 
by the SIS. Since 2015, three inspections have 
been directly related to migration manage-
ment, while five inspections had no direct 
link to the migration field yet still bore influ-
ence on data protection standards in relation 
to migration management. In some instanc-
es, the SIS did not uncover any violation, 
while in other cases, it confirmed instances 
of administrative o�ences and imposed fines 
or warnings. There were also further cases 
where, due to the statute of limitations, the 
SIS could not impose administrative sanc-
tions, providing instead instructions or 
recommendations. 
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The MIA regularly applies for prior consulta-
tions regarding data transfer, disclosure, 
biometric data processing, legal grounds, 
and data processing principles. The Ministry 
receives up to 5 written and 30 verbal consul-
tations from the SIS annually.

4.2. Ministry of Internal A�airs 



57. ‘Personal data’ is defined as information relating to an identified or identifiable 
individual. 

Developments at the MIA
 
The MIA has a well-defined legal framework 
for data processing in the field of migration 
management, including governmental or 
ministerial legal acts and international 
agreements, e.g. the 1951 Refugee Convention 
and its 1967 Protocol, the Readmission Agree-
ment between Georgia and the European 
Union, Readmission Agreements with EU 
Member States and other countries, the 
Agreement with Europol, etc. In 2020, several 
important orders of the Minister of Internal 
A�airs were approved governing personal 
data processing for migration purposes, 
including Order No. 79 on the rules for taking 
asylum seekers’ fingerprints and processing 
personal data; Order No. 78 on the rules for 
determining the terms of storage of personal 
data processed based on the Law of Georgia 
on International Protection; and Order No. 99 
on identifying a request for international 
protection at the Georgian state border and 
data exchange between the Migration 
Department, Patrol Police Department, and 
Georgian Border Police.

Since 2015, the MIA has also signed several 
important Memorandums of Understanding 
(MoUs) addressing personal data sharing, 
including an MoU between the MIA and the 
International Organization for Migration 
(IOM) on voluntary return from Georgia; an 
MoU with the MoIDPLHSA on facilitating the 
detection of foreigners without legal grounds 
in Georgia; and an MoU with the MoESCS on 
ensuring access to education for juveniles 
housed in the TAC. 

Detailed information provided by the MIA 
confirms that, since the Baseline Study, it has 
defined the legal grounds for data process-
ing, including data transfer, and keeps 
records of data disclosures as required by 
Article 18 of the PDP Law. Moreover, to ensure 
compliance with the PDP Law, VLAP bench-
marks, instructions and recommendations 
from the SIS, and the recommendations of 
the Baseline Study, the MIA has taken the 
following steps:

The MIA plans to set data storage periods for 
criminal cases and further reinforce aware-
ness raising and preventive measures for 
data security and minimising data breach 
risks. 

26

4.2. Ministry of Internal A�airs 

Submitted and updated filing system catalogues;
Identified legal bases and purposes for data processing;
Re-examined and modified the data processing operations and 
deleted some personal data to ensure compliance with data 
minimisation, proportionality, and data storage principles. One of 
the case studies presented below, which changed the practice of 
taking photographs of travellers at the border crossing and saw 
the deletion of millions of photographs, is a good demonstration 
of this e�ort;
Revised practices for data sharing with other institutions − 
relevant legal acts and memorandums were signed, and the 
Personal Data Protection Supervision Unit of the Administration 
of the MIA is actively involved in the pre-assessment process;
Adopted internal data protection regulations and policy docu-
ments;
Established the retention period and archiving procedures for all 
data processed based on the Law on International Protection. 
Although archived information is still kept for an unlimited time, 
access to the archives is strictly limited and requires special 
permission; 
Obtained SIS permission on transborder data transfers to Interna-
tional Criminal Police Organization (INTERPOL) and the US Federal 
Bureau of Investigation;
Strengthened data security measures, and mechanisms for 
prevention, and internal monitoring of unauthorised access. The 
MIA’s information resources, infrastructure, so�tware, and 
networks are protected by active directories and domain control-
lers. In some cases, the use of external devices and access to the 
internet is also restricted; 
Carried out a risk assessment and an inventory of the data 
processing systems and processes;
Increased and institutionalised the role and capacity of the DPO – 
Personal Data Protection Supervision Unit of the Administration 
of the MIA, which currently consists of five employees. Besides 
public servants responsible for access to public information in 
sub-institutions, structural divisions, territorial bodies, and Legal 
Entities Under Public Law (LEPLs), the MIA also assigned DPO 
functions. The Personal Data Protection Supervision Unit plays an 
essential role in advancing PDP standards and strengthening 
cooperation with the SIS.



MoIDPLHSA Facts and Figures 
 
Since 2013, the MoIDPLHSA has gained new 
tasks in migration management, especially 
concerning labour migration. The Ministry 
processes both sensitive and non-sensitive 
data of about 10 000 data subjects; namely, 
Georgian citizens employed abroad, migrants 
who have returned to Georgia, immigrants 
residing in Georgia, asylum seekers, refugees, 
humanitarian or stateless status holders, and 
persons under temporary protection.
 
The special categories of data collected by 
the MoIDPLHSA for migration management 
purposes include health data and criminal 
records. About 50 employees (10 public 
servants of the MoIDPLHSA and 40 employ-
ees of joint controllers) are engaged in data 
processing operations. Data is primarily 
collected directly from data subjects, based 
on written consent.

In performing its functions, the MoIDPLHSA 
uses seven di�erent (four so�tware systems 
and three MS Excel files) databases, on: elec-
tronic document management; statuses; 
returned persons; Georgian citizens 
employed abroad through intermediary com-
panies; foreigners employed in Georgia; 
persons willing to legally take up temporary 
work abroad; intermediary companies who 
support Georgian citizen in gaining employ-
ment abroad. There will also soon be a new 
database on Georgian citizens working 
abroad under di�erent schemes backed by 
the State. 

In the migration area, the MoIDPLHSA 
performs its duties with two joint control-
lers:

1. The Internally Displaced Persons, Eco-Mi-
grants and Livelihood Agency (LEPL) – its 
statute reflects its function of promoting the 
integration of Georgian citizens returning 
from emigration and persons with interna-
tional protection, stateless persons, and 
foreigners legally residing in Georgia. 
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4.3. Ministry of Internally Displaced Persons from the Occupied 
Territories, Labour, Health and Social A�airs 

2. The State Employment Support Agency 
(LEPL) − currently does not process personal 
data related to migration management. 
Nevertheless, its competencies include regis-
tration and consultation for persons willing 
to legally take up temporary employment 
abroad.

Accordingly, the MoIDPLHSA has access to 
joint controller databases. It also receives 
information necessary for the performance 
of its functions from the PSDA, the National 
Agency of Public Registry (NAPR), the MIA, 
intermediary companies, and local employ-
ers.

Personal data is transferred to various 
foreign states (France, Germany, Bulgaria, 
and Israel) based on bilateral agreements on 
circular migration and consent of data 
subjects. At the national level, for the main 
part, only statistical information is shared 
with other institutions. Occasionally, accord-
ing to the legal framework, personal data 
may be shared with the MIA.  

Since 2015, the SIS has received one com-
plaint against the MoIDPLHSA and, with its 
initiative, carried out two inspections. No 
complaint nor inspection has been initiated 
in relation to MoIDPLHSA data processing 
operations connected to migration manage-
ment. The Ministry periodically consults with 
the SIS, mainly on the legal basis for data 
processing and data transfer.

The MoIDPLHSA provides information to data 
subject on their rights and data processing 
via the standard consent forms, as well as 
verbally − during direct or telephone commu-
nication. No data subject access request has 
ever been filed.



Developments at the MoIDPLHSA
 
It should be reiterated that the MoIDPLHSA 
was not involved in the 2015 Baseline Study, 
as it only gained specific tasks related to 
migration management upon adoption of the 
Law on Labour Migration and its absorption 
of some of the functions of the MRA. 

To ensure compliance with the PDP Law, the 
MoIDPLHSA has:

Identified the legal bases and purposes for data 
processing;
Reconsidered the data sharing practices in place and 
ensured compliance with proportionality and data 
minimisation principles by terminating the process-
ing of some data; 
For the security of data, the Ministry applies 
standard security measures, including maintenance 
of electronic data processing records  (logs) for 
so�tware-based datasets, keeping records of inter-
national data transfers, and informing employees on 
security measures;
Developed a standard consent form with relevant 
information for the data subject;
Provided protection training to its sta�; 
Initiated legislative changes to refine regulatory 
mechanisms regarding data accuracy; 
Ensured that data agreements on circular migration 
and corresponding forms reflect the personal data 
protection obligations. 
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4.3. Ministry of Internally Displaced Persons from the Occupied 
Territories, Labour, Health and Social A�airs 

During the progress review, the standard text 
of the bilateral agreement on circular migra-
tion was studied. It provides for a list of data 
to be processed, and obligations for the 
protection of personal data in accordance 
with national and international standards. 
Annex No. 1 to the agreement − Migrant 
Worker Consent and Liability Form − contains 
clear and straightforward provisions on data 
processing, including transfer purposes, 
types of data processed, and data subject 
rights. A separate consent form (Annex No. 2) 
is foreseen for taking photographs and video 
footage, including for publication on the 
website of the Ministry or in its journals. 
Annex No. 3 − Employer Application Form for 
Temporary Workforce – contains detailed 
terms of employment and requirements for 
candidates, including in regard to education, 
work experience, language skills, and other 
qualifications. Each piece of data collected is 
adequate and proportionate to the employ-
ment objectives.

The MoIDPLHSA has an appropriate legal 
framework for data processing in the field of 
migration management, including the Law on 
Labour Migration, governmental and ministe-
rial legal acts, and international agreements, 
e.g. bilateral agreements regulating labour 
migration or circular migration of skilled 
professionals. Concerning PDP law, the MoID-
PLHSA desires to have relevant legitimate 
grounds for processing personal data for 
analytical and research purposes and not be 
reliant on data subject consent, the gaining 
of which requires a disproportionate amount 
of resources. 



PSDA Facts and Figures
 
The PSDA plays a crucial role in the field of 
migration management. Along with migra-
tion-related statutory duties, it administers 
the UMAS and provides real-time access to 
identification data for other agencies 
responsible for migration management.

The PSDA processes the non-sensitive and 
sensitive data of over 500 000 data subjects, 
including Georgian citizens residing abroad 
and diaspora representatives, migrants, and 
applicants for (and holders of) refugee, 
stateless, humanitarian, or asylum seeker 
status. The special categories of data collect-
ed include biometric data, information 
revealing racial or ethnic origin, state of 
health, criminal records, information on 
administrative detention, restraints, plea 
bargains, abatement, the status of the victim 
of crime. In the course of its data processing 
operations, about 500 employees of the PSDA 
are engaged.

To perform its functions in the migration 
area, the PSDA employs two electronic 
systems: the UMAS and an electronic man-
agement system for citizenship and migra-
tion cases. 

The PSDA has two data processors:

1. The Public Service Hall, which serves as the 
“front desk” of the PSDA. The written agree-
ment with the data processor envisages the 
provisions related to personal data protec-
tion, including security measures and prohi-
bition of the disclosure and use of data for 
purposes not defined by the agreement. 

2. The MFA – the diplomatic representations 
and consular o�ces of Georgia abroad, 
within the powers delegated, perform specif-
ic tasks of the PSDA. Joint Order N228-N1860 
of the Ministers of Foreign A�airs and Justice 
envisages obligations to use data for speci-
fied and legitimate purposes only, and to 
ensure appropriate technical and organisa-
tional measures for data security, including 
protection against unauthorised or unlawful 
processing and accidental loss, destruction, 
and damage.
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4.4. Public Service Development Agency 

Should access to data be necessary for the 
performance of their functions, the PSDA 
makes personal data available to: investiga-
tive and operative bodies; ministries (their 
territorial bodies, sub-institutions); LEPLs; 
judicial authorities; and local self-governing 
bodies and other persons exercising powers 
under public law. This provision of data 
access occurs in line with Ordinance No. 416, 
and the PSDA communicates only the identi-
fication data of individuals and not the 
special categories of data.

Based on Ordinance No. 352, the PSDA 
receives data from the MFA, the MIA, the 
Ministry of Economy and Sustainable Devel-
opment, the Prosecutor’s O�ce, the Revenue 
Service (RS), the SSG, the Georgian Intelli-
gence Service, and municipalities. 

Since the Baseline Study, the PSDA has 
uncovered 13 cases of unauthorised data 
processing, and violators were subjected to 
appropriate disciplinary measures, including 
reprimanding and dismissal. 

The PSDA has appointed a DPO, as well as an 
advisor to the DPO. In the agency structure, 
the DPO is represented at a high manage-
ment level and is directly subordinate to the 
chairperson of the Agency. The DPO is a 
member of the internal Information Security 
Council. The DPO advises the chairperson 
and the advisory board on new initiatives, 
projects, and legal acts pertaining to person-
al data processing, while providing consulta-
tion to Agency employees on data subject 
access requests and data transfers. 

60.Joint Order No. 228-N18 of the Ministers of Foreign A�airs and Justice on Approval of the 
Rules for Exercising the Powers Delegated to the Consular O�cers of the Ministry of Foreign 
A�airs of Georgia by the Public Service Development Agency, a Legal Entity under Public 
Administration in the Field of Governance of the Ministry of Justice of Georgia, 
https://matsne.gov.ge/ka/document/view/1050136?publication=0.



In order to ensure and demonstrate compliance with PDP 
law and the recommendations of the Baseline Study, since 
2015 the PSDA has taken significant steps, including:

Submission of filing system catalogues to the SIS;
Specifying of the legal bases and purposes for data 
processing;
Revision of data-sharing practices with other institutions 
– relevant memorandums and contracts signed, for 
example, with the MIA, the RS, and private organisations; 
Update and modification of several data processing 
systems and processes;
Revision of the process for data transfer;
Definition of data retention periods;
Strengthened measures for data security;
Regular data protection training for sta�, including new 
employees (organised independently or in cooperation 
with the SIS and the Training Centre of Justice);
Approval and regular update of internal policy and 
procedural documents enforcing compliance with PDP law; 
Initiation of legislative changes to ensure legitimate 
operation of the UMAS;
Strengthening of data security measures;
Clear defining of roles and responsibilities on data 
processing;
Specifying of data access levels and introduction of access 
control tools;
Improvement of internal mechanisms for e�cient realisa-
tion of the rights of data subjects.
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4.4. Public Service Development Agency 

Data subject access requests are rare − a 
total of five applications have been lodged 
(as of 5 October 2020). The PSDA provides 
information to data subjects proactively 
through its website and a special form – for 
confirmation of submission. In the case of a 
data subject access request, the PSDA 
ensures the delivery of information and 
copies within a maximum of 10 days.
 
The SIS has twice examined PSDA migration 
management-related data processing opera-
tions (including data transfer), in 2014 and 
2019; subsequently issuing instructions and 
recommendations. The PSDA occasionally 
consults with the SIS, and the implementa-
tion of the UMAS has been undertaken in 
close cooperation with that institution.

Developments at the PSDA

The PSDA has a well-defined legal framework 
for data processing in the field of migration 
management, including governmental and 
ministerial normative acts. Legal bases for 
processing sensitive data for the purposes of 
the UMAS, and in cases defined explicitly by 
the Law on International Protection, was 
incorporated into the PDP Law. The only view 
expressed by the PSDA was related to the 
strict rule established by Article 6.3 of the 
PDP Law, which prohibits the disclosure of 
special categories of data to a third party 
without data subject consent, even in cases 
when it is necessary for serving the public 
interest or performing legal obligations. 

 

Aiming to ensure data security, the PSDA has 
assessed the personal data security risks. The Agency 
keeps records (logs) of all actions concerning elec-
tronic data and data disclosure facts. The PSDA 
ensures periodic (random) monitoring of data 
processing operations and responds to specific data 
security incidents to prevent unauthorised access or 
leaks. The Agency also applies data loss prevention 
systems and ISO 27001 standards, while systematical-
ly providing sta� with training and information secu-
rity notifications. In case of violation, the PSDA 
undertakes disciplinary measures. Periodic random 
monitoring applies to PSDA sta� and other public 
and private organisations that receive data via 
web-service. The PSDA plans to create a data 
processing inventory, and elaborate procedures for 
monitoring public and private organisation access to 
PSDA databases. 



The major administrative registries supplying data to the 
UMAS are:

The PSDA − data on residence permits, citizenship, and civil 
acts (births, deaths, marriages, and divorces);
The NAPR − business and real estate registry;
The MIA and the SSG − border-crossing database, visas issued 
at the checkpoint, database of asylum seekers; 
The MFA − data on visas issued by Georgian diplomatic 
representations and consular services as well as at the 
consular department (immigration visa);
The RS of the Ministry of Finance − information on taxpayer 
legal entities registered in Georgia and customs registries;
The Educational Management Information System (EMIS) and 
the National Centre for Educational Quality Enhancement − 
data on international students and teachers.
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4.4.1. Unified Migration Data Analytical System

The UMAS is an innovative IT solution to the 
long-standing challenge of migration data 
gaps. The System does not have any adminis-
trative function, and is used to collect data 
for solely analytical purposes. The UMAS was 
created to uncover hidden patterns, correla-
tions, and insights invisible to traditional 
solutions and summary statistics. In the 
mid-term, analytical reports produced by the 
UMAS should shape migration policy and 
contribute to the improvement of migration 
management and migration data collection 
nationwide. 

The primary users and sources of the infor-
mation of the UMAS are the respective state 
agencies − members of the SCMI. Each 
member holds a bilateral memorandum with 
the PSDA defining the scope of data sharing 
and the roles and responsibilities of parties 
in data processing and security.

Driven by the VLAP and with EU assistance, in 
2015 the UMAS concept took on a more 
precise form, underpinned by the Migration 
Strategy 2016-2020. With the support of EU 
funding and international organisations 
(ICMPD and IOM), a team of Georgian IT 
specialists, developers, data scientists, and 
lawyers was established within the PSDA in 
2016. All components of the system – from 
the system architecture and technological 
solution to the person identification algo-
rithms and system usability – were brain-
stormed and developed from scratch. The 
first phase of UMAS development was com-
pleted in June 2017. The following year, the 
system was launched by processing real data 
secured in the databases of various agencies. 
The UMAS remains a work in (continuous) 
progress and many developments lie ahead.

The UMAS development process during the 
period 2016-2018 was closely monitored by 
the O�ce of the Personal Data Protection 
Inspector (now the SIS), in order to ensure 
data processing compliance with PDP law. 
Legal grounds for processing special catego-
ries of personal data through the UMAS were 
incorporated into PDP law in 2017.61 Other 
legal bases were set by Government Ordi-
nance No. 352 on Approval of the Rules for 
the Formation and Administration of a 
Unified Migration Data Analytical System (in 
July 2015), followed by the changes to the 
statute for the Public Service Development 
Agency, also in July 2015.

61. Law No. 669-II on Changes to the Law “On Personal Data Protection” of Georgia, 21 April 
2017, https://matsne.gov.ge/ka/document/view/3644390?publication=0.
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4.4.1. Unified Migration Data Analytical System

Data from the MoIDPLHSA and the judiciary 
represent some other sources to be included 
in the system. Although immigration-related 
data sources are spread across various state 
agencies, almost 95% of the data necessary 
for the primary functioning of the UMAS are 
contained within the databases of the MIA 
and the PSDA.

The UMAS utilises a combination of new tech-
nologies widely used in the context of big 
data, and its architecture is built on the 
Hadoop ecosystem. The system maintains 
two data storage databases, one for raw data 
and another for operational data, i.e. 
processed and depersonalised data. The 
UMAS warehouse receives data from its 
source state registries via a secure virtual 
private network (VPN). Acquisition and devel-
opment of a second location for UMAS serv-
ers is also planned.
 
In order to ensure compatibility and quality 
of data, raw datasets from state agencies 
undergo multiple types of technical and 
logical processing, with data cleaned for 
errors and duplications. Currently, the UMAS 
team applies a deterministic person identifi-
cation algorithm based on the five standard 
identifiers – name, surname, ID, citizenship, 
and date of birth. Each time new data is 
added, this data automatically undergoes a 
series of routine checks. If the person is 
successfully identified, it is linked to the 
existing profile in the database, or a new 
profile is created. A�ter identification is com-
plete, personal identifiers are deleted from 
the high-performance operational data 
storage. Business analysts have access to the 
depersonalised datasets only. A strictly limit-
ed number of persons have access to the raw 
data warehouse.

The UMAS obtains personal as well as special 
categories of data. The storage of sensitive 
data further increased motivation within the 
PSDA to pay particular attention to data 
protection and data governance in the 
system design. Special categories of personal 
data are stored for a period of 15 years. 
Analytical reports generated by the UMAS are 
not used for tracking foreigners illegally 
residing in Georgia, or for enforcing other 
regulations. The UMAS only produces trends 
and behaviour analysis and does not prepare 
or disseminate statistics on a small 
sub-group of persons, to ensure data 
anonymity.

Although the UMAS has only recently started 
to process real data, some of the positive 
e�ects are already striking, including 
improved cooperation among data source 
agencies and with the SIS, new policy and 
methodological discussions, and improved 
capacity, collective knowledge, and exper-
tise. 
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Since 2015, the SIS has developed into a 
well-functioning institution with an appropri-
ate mandate and successful practice. As an 
independent public authority, it supervises 
application of the PDP Law through investi-
gative and corrective powers, handles com-
plaints lodged concerning violation of the 
Law, and raises public awareness on data 
protection issues. On the basis of a complaint 
received or upon its own initiative, the SIS 
can inspect the data processing activities of 
any public body, private organisation, or 
natural person processing data for entrepre-
neurial or professional purposes. In the case 
that the PDP Law has been violated, the SIS is 
entitled to apply the following corrective and 
enforcement measures:

5. State Inspector’s Service Supervision in the 
Migration Area

Request eradication of infringement and 
related discrepancies within the set time frame 
and in the manner prescribed;
Call for temporary or permanent termination of 
the data processing, including trans-border 
data transfer;
Request rectification, erasure, or depersonalisa-
tion (anonymisation) of data;
Provide written recommendations and instruc-
tions in case of minor violation;
Impose administrative responsibility, including 
financial penalties and warnings upon the data 
controller or processor.

The decision of the SIS is binding and can 
only be appealed in court. Many decisions 
are standard setting, provide meaningful 
interpretation of the PDP Law, refer to 
relevant provisions of Convention 108, ECHR 
case law, and the GDPR, and demonstrate SIS 
approaches towards employing preventive, 
corrective, or enforcement measures. 
Considerable e�ort has been invested by the 
SIS over the past six years to monitor imple-
mentation of the PDP Law and promote the 
right to privacy. According to annual 
reports,62 based on 1 410 citizen complaints 
and 574 inspections, the SIS and its predeces-
sor, the PDPI, revealed 964 violations of the 
PDP Law during the period 2013-2019. The SIS 
imposed a financial penalty in 388 of these 
cases, and a warning in a further 233 cases, 
delivering 1 104 instructions and recommen-
dations. The SIS also provided more than 20 
000 written, telephone, and face-to-face 
consultations to various public and private 
organisations, including state authorities 
involved in migration management. 

As SIS capacity and public awareness on data 
protection has grown, so too has the number 
of consultations, inspections, and citizen 
applications. In 2015, the SIS received 120 
complaints, which increased to 422 in 2019. In 
terms of inspections, 2015 saw 54 inspec-
tions, while in 2019 this number almost 
tripled to 154. Considerable demand for 
consultations has also been observed. In 
2015, the SIS consulted 1 215 data controllers 
and data subjects, while in 2018 the number 
of provided consultations increased to 6 101. 

62. Available on the website of the State Inspector’s Service: https://personaldata.ge.
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It was challenging for the progress review to 
determine from SIS data the exact number of 
telephone and face-to-face consultations 
delivered directly on migration-related data 
processing − due to labelled data unavail-
ability. However, in the course of the review, 
the SIS shared several written recommenda-
tions issued to agencies engaged in migra-
tion management to illustrate the support 
which was provided in this specific area:

5. State Inspector’s Service Supervision in the 
Migration Area

In 2016, upon request from the MRA, the SIS 
examined a dra�t memorandum between the 
PSDA and the MRA and rules on determining the 
volume and delivery of data for the purposes of 
a Unified Migration Data Analytical System.
In 2017, the SIS also examined and provided its 
comments on a dra�t legislative package that 
included amendments to the Law on the Legal 
Status of Aliens and Stateless Persons, the Law 
on Labour Migration, and six other laws, includ-
ing the PDP Law. 
Upon request from the MFA, during the period 
2017-2020, the SIS provided written comments 
and recommendations on personal data-related 
issues in seven dra�t agreements, with Kazakh-
stan, Iceland, Azerbaijan, Uzbekistan, Kyrgyz-
stan, Serbia, and Armenia, on the readmission of 
persons residing without authorisation. 
In 2019, the SIS also provided its opinion on the 
dra�t Agreement with the Government of the 
Republic of Cyprus on Cooperation in the Field of 
Legal Temporary (Circular) Labour Migration and 
the dra�t Agreement with the Government of the 
State of Israel on Temporary Employment of 
Georgian Citizens in Specific Sectors of the 
Labour Market in the State of Israel.

During the review for the Baseline Study in 
2015, the Inspector had no practice of exam-
ining migration-related data processing 
activities. Information provided by the SIS 
and interviews with relevant authorities 
confirm that since 2015 the agency has 
strengthened its focus on migration issues, 
intensifying not only its advisory but also its 
supervisory mandate in relation to agencies 
engaged in migration management. The 
figure below presents the general and total 
numbers for the inspections carried out by 
the SIS, and for complaints lodged by citizens 
against the MFA, the MIA, the MoIDPLHSA, and 
the PSDA during the period 2015-2020. It 
should be noted that these figures represent 
all cases and not only those related to migra-
tion. 

MFA MolDPLSHA PSDAMFA          Complaint

complate inspection

SIS cases Statistic, 2015-2020



5.1 SIS Case Studies 5.1.1. PSDA Database
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Within the progress review framework, sever-
al decisions were studied to validate the 
activities of the SIS and its positive role in 
improving data protection standards in the 
migration field. A brief outline is presented 
below of some of the decisions directly 
linked to migration. Cases that did not 
precisely address migration-related data but 
which concerned agencies engaged in migra-
tion management are also covered, as they 
could have broader impact on the data 
protection standards of relevant authorities. 
During the review for the Baseline Study in 
2015, the Inspector had no practice of exam-
ining migration-related data processing 
activities. Information provided by the SIS 
and interviews with relevant authorities 
confirm that since 2015 the agency has 
strengthened its focus on migration issues, 
intensifying not only its advisory but also its 
supervisory mandate in relation to agencies 
engaged in migration management. The 
figure below presents the general and total 
numbers for the inspections carried out by 
the SIS, and for complaints lodged by citizens 
against the MFA, the MIA, the MoIDPLHSA, and 
the PSDA during the period 2015-2020. It 
should be noted that these figures represent 
all cases and not only those related to migra-
tion. 

One of the inspections carried out by the SIS 
in 2014 concerned the providing of data from 
the PSDA ID card programme to 73 organisa-
tions, including authorities involved in 
migration management. This inspection was 
not covered by the Baseline Study; however, 
it has been examined in the framework of the 
progress review. 

The PSDA is one of the largest data deposito-
ries in the country. It maintains a registry of 
civil acts and provides data to di�erent 
public and private organisations. The SIS 
reviewed submitted PSDA agreements and 
memorandums that form the basis for data 
transfer to third parties, as well as PSDA 
internal data protection and information 
security policy documents. In addition, 3 851 
data transfers to private companies based on 
the consent of the data subject were exam-
ined through the selective sampling method.
 
The PSDA was given a three-month period 
and concrete recommendations to identify 
those agencies (with reference to specific 
legislative acts) with whom data was shared 
without clear legal grounds and to ensure 
that transfers would take place only if there 
were a specific, clearly defined, legitimate 
purpose − and only to the extent necessary to 
achieve the legitimate aims. In such cases, 
the PSDA should otherwise have ceased to 
provide data to the organisations listed in 
the decision. It should be noted that the 
PSDA has ensured appropriate measures to 
remedy the deficiencies exhibited and 
provided feedback to the SIS in 2015. 

In 2019, the SIS separately examined the 
Revenue Service access to PSDA databases. 
The inspection covered access to and securi-
ty of data related to Georgian tax residents, 
including foreign nationals and migrants 
subject to tax liability. The SIS concluded that 
the principles and legal bases for data 
processing, as well as organisational-techni-
cal measures for ensuring the security of 
data at RS, were in place. 



63. Government Resolution No. 386 on Approval of the State Border Regime and 
Protection Rule, https://matsne.gov.ge/ka/document/view/2177545?publication=5.
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5.1.2. Data Processing at the Border

In 2015, the SIS examined the legality of data 
processing undertaken during border cross-
ing procedure. The inspection covered the 
category and volume of data, the databases 
used, data retention periods, access to data 
within the MIA, and transfer to third parties. 
The processing of data, including special 
categories of data, by the MIA, verification of 
data in the databases of the PSDA, and other 
relevant state institutions, as well as sharing 
data concerning border crossing with desig-
nated authorities (e.g. the MFA) was deemed 
to be in overall compliance with the legal 
requirements. However, several violations 
and shortcomings were revealed.

1. Government Resolution No. 38663 on 
Approval of the State Border Regime and 
Protection Rule provides for the placing of an 
entry stamp in the travel documents of Geor-
gian citizens only at the request of the 
citizen. However, in practice, border guards 
inserted this stamp in all cases. 

2. At border checkpoints, photographs of all 
passengers were taken and displayed in the 
database. Under the Law on Police, a photo-
graph may be taken to identify a person if the 
person has an identical appearance to a 
wanted or missing person, or there is reason-
able suspicion that the person committed, or 
will commit, an o�ence. Accordingly, photo-
graphing all persons by default, without 
justification − and when a valid and 
high-quality photograph for identification 
purposes already exists in the database − 
was considered by the Inspector to be a 
disproportionate measure.

3. For the inspection period, the Ministry did 
not set a retention period for data collected 
during border crossings, which conflicted 
with the data storage principle of the PDP 
Law.

As a result of the Inspector’s decision, the 
practice of photographing all passengers by 
default was banned. The MIA has determined 
the criteria for taking photos for identifica-
tion purposes and the retention period of 
data collected at the border.

During the review for the Baseline Study in 
2015, the Inspector had no practice of exam-
ining migration-related data processing 
activities. Information provided by the SIS 
and interviews with relevant authorities 
confirm that since 2015 the agency has 
strengthened its focus on migration issues, 
intensifying not only its advisory but also its 
supervisory mandate in relation to agencies 
engaged in migration management. The 
figure below presents the general and total 
numbers for the inspections carried out by 
the SIS, and for complaints lodged by citizens 
against the MFA, the MIA, the MoIDPLHSA, and 
the PSDA during the period 2015-2020. It 
should be noted that these figures represent 
all cases and not only those related to migra-
tion. 
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5.1.3. Data Transfer to a Research 
Organisation

5.1.4. Right of Access by the Data Subject

In 2017, following a citizen’s application, the 
SIS examined a case concerning the transfer 
to a research organisation of the contact 
information of persons a�ected by the 
conflicts of the early 1990s and 2008, which 
have a�ected the territorial integrity of Geor-
gia and resulted in a surge of IDPs in need of 
support.

The Inspector found that the MRA interest in 
using the applicant’s contact information 
within its competences for analytical 
research was legitimate. However, Article 16 
of the PDP Law requirements had not been 
fulfilled: data was transferred without legal 
act or a written contract between the data 
controller (the MRA) and the data processor 
(the research company). Moreover, according 
to Article 16, the controller must be assured 
that a data processor applies appropriate 
organisational and technical measures to 
protect data, and should monitor data 
processing by the data processor.

Therefore, along with a financial penalty, the 
MRA was instructed to ensure that every data 
processor must process data within the 
scope determined by the respective act or 
contract, taking into account rules and 
restrictions established by PDP Law.

In 2019, the SIS examined the case of an 
extradition of prisoner who requested infor-
mation from the MIA concerning the transfer 
of their data to INTERPOL. 

A�ter a thorough examination of the circum-
stances of the case, the Inspector found that 
grounds for restricting the data subject’s 
rights were in place. Accordingly, the action 
of the Ministry was assessed as compliant 
with the PDP Law. 



65. See Section 4.1 of the Report; second paragraph of the sub-section “Developments 
at the MFA”. 
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6. Main Findings and Recommendations

The Progress Review Report welcomes and 
validates the advancement of data protec-
tion standards generally, and in migra-
tion-related areas in particular, across all 
state institutions assessed. The Report 
confirmed that the main recommendations 
provided by the 2015 Baseline Study64 are 
well implemented in practice, and that the 
institutions that play a central role in migra-
tion management have taken tangible steps 
to improve and uphold personal data protec-
tion and data security standards. 

The assessment noted di�erences in the 
levels of progress achieved by the various 
institutions: some have undertaken signifi-
cant actions that have propelled the institu-
tion forward, while others are still to achieve 
the desired level of maturity. Concerning the 
MIA and the PSDA, a number of highly posi-
tive developments were observed, which 
could serve as good practice for other state 
institutions, including the MFA and the MoID-
PLHSA, recently assigned new functions 
related to migration management. 

As mentioned, the 2015 Baseline Study com-
prised the first initiative in Georgia to 
perform sectoral analysis of data processing 
practices in a systematic manner. Similarly, 
the Progress Review Report represents the 
first exercise in taking stock of develop-
ments, achievements, and challenges in 
implementing data protection standards in 
the migration area. Moreover, the Report 
presents the opportunity to continue moni-
toring of the PDP benchmarks implementa-
tion process. The Report also provides a 
unique opportunity for impact analysis of the 
Georgian Government’s e�orts on compli-
ance with PDP law and international stan-
dards. 

The final section of this document further 
summarises the key findings and recommen-
dations of the Progress Review Report.



66. Ministry of Internal A�airs of Georgia (2019), ‘Statement of the Ministry of Internal 
A�airs of Georgia’, News, 3 September 2019, https://police.ge/ge/saqartvelos-shina-
gan-saqmeta-saminis-
tros-gantskhadeba/13926?�bclid=IwAR37M8PP6pJCTNSk0wBkDygWjLb6rlOz6wQOXxY9Hm
n1DB6mZ6AmXk9my7s.
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All institutions emphasised the positive impact of the 
VLAP and the AA on improving data protection standards. 
Compliance with the PDP Law, mitigating the risk of 
cyberattack, and reputational damage are other drivers 
of change and development. Institutions assess cooper-
ation with the SIS positively and identify opportunities 
for further collaboration, particularly on training and 
practical recommendations tailored to their needs;
 
All institutions involved in this review have in place 
defined and documented specific purposes and relevant 
legal bases for data processing. Concrete actions have 
been taken to ensure compliance with data minimisation 
and proportionality principles by each of the institutions. 
However, special commendation should be extended to 
the MIA, which also identified storage limitation for data 
processed under the Law on International Protection and 
plans to set a retention period for other data;

Although a provision specifying the legal basis for 
processing sensitive data for migration purposes has 
been added to Article 6 of the PDP Law, the prohibition 
on transferring or disclosing special categories of data 
without the data subject’s consent remains a significant 
obstacle for the majority of institutions assessed. The 
practical example seen in the case of the MFA65 demon-
strates the significance of the dra�t PDP Law, as it no 
longer contains such strict prohibitions but ensures 
safeguards for data subjects and balancing of all inter-
ests at stake, including the public interest. Legislative 
changes to the PDP Law and other normative acts initiat-
ed by the institutions, approval of governmental and 
ministerial acts on data retention, access to data, and 
personal data processing rules, signed MoUs and inter-
national agreements regulating PDP-related obligations 
also demonstrate the progress made in this regard; 

All Institutions have taken steps to ensure better realisa-
tion of the data subject’s rights and transparency of data 
processing. Good practices observed at the MFA, the 
PSDA and the MoIDPLHSA incorporate information on the 
rights of the data subject in consent forms and use 
websites to provide data subjects with information on 
data processing. It should be noted that access requests 
are still rare, and if the demand increases, institutions 
may need to adjust current (or introduce new) proce-
dures for ensuring timely and e�cient responses to 
requests. Current methods of providing information 
verbally might not be su�cient for demonstrating 
compliance with the transparency principles and 
fulfilment of data controller obligations;

Key findings 

Security measures for protecting data against accidental 
or unauthorised access or loss have undoubtedly 
improved. All institutions take seriously the risk of 
cyberattack, and data loss or leakage (and correspond-
ing reputational harm). The MIA and the PSDA constitute 
the most mature institutions in terms of data security. 
Both entities have conducted a risk assessment, 
strengthened information security and monitoring 
mechanisms, and systematically applied tools for 
preventing data breaches or illegal disclosure of person-
al data. Less mature in this regard stands the MoIDPLH-
SA, as it still uses MS Excel files for migration-related 
data administration, which by default do not provide the 
possibility of tracing access or accidental alteration or 
deletion of data. There is an urgent need to develop 
more secure systems, especially considering the volume 
and sensitivity of data processed by the MoIDPLHSA, new 
migration-related functions recently transferred to the 
Ministry, and the growing risk of cyberattack;66

Raised awareness on data protection was confirmed by 
the presence of several features: the number of employ-
ees who have received training in this area; inclusion of 
PDP training modules in professional development 
courses; organizational and technical measures and 
internal acts implemented since 2015. However, this 
Report confirms that all institutions possess a desire for 
more tailored training, practical guidance, and interpre-
tation, especially on data disclosure based on overriding 
or public interest;

The expanded role of DPOs in the decision-making 
process at the MIA and the PSDA has contributed to a 
cultural shi�t towards compliance and improved data 
management within government institutions. The level 
of engagement of all SCMI agencies with the SIS is also 
noted as a positive development;

Significant improvement is noted concerning trans-bor-
der data flows. Since the Baseline Study was published 
in 2015, many international agreements have been 
signed in the Georgian context, with data protection 
issues forming an integral part of several of these docu-
ments. In addition, institutions regularly consult with the 
SIS on international data flows and obtain permission as 
required by the PDP Law;

All state institutions submitted filing system catalogues, 
but some of them need to be updated to reflect current 
data processing practices. 
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Despite positive developments pointing to the 
e�ective implementation of data protection stan-
dards in migration management, findings contained 
in this Study highlight the need for exchange of 
good practices between SCMI agencies, continuing 
strong cooperation with the SIS, provision of target-
ed training, elaboration of specific case studies and 
guidelines, and the raising of both institutional and 
public awareness on PDP issues. Therefore, the 
following recommendations are provided to achieve 
further improvements:

Interviews revealed that almost all institutions possess 
general information on the dra�t PDP Law being reviewed 
by the Parliament of Georgia. However, only the MIA has 
had the opportunity to thoroughly examine the document 
and provide commentary to the SIS and the Parliament. 
Other institutions are less aware as to the details of the 
anticipated new obligations. Therefore, a more detailed 
discussion of the novelties of the dra�t Law and the 
impact on data processing practices for institutions 
responsible for migration management is necessary. 
Furthermore, as soon as the new PDP Law is adopted, 
corresponding training and awareness raising should be 
provided to all institutions; 

As further development of the UMAS and increasing 
interoperability of the systems is expected, it would be 
important to cooperate with the SIS to ensure full compli-
ance with the PDP Law and implementation of the priva-
cy-by-design principle;

Interviews confirmed the need among all institutions to 
receive more tailored training and practical guidance 
from the SIS. Therefore, along with developing special 
training modules, it will be important to issue recommen-
dations and case studies on the disclosure of data based 
on overriding or public interest;

The presence of DPOs at the MIA and the PSDA proved 
e�cient in strengthening PDP standards and raising 
awareness internally. Therefore, it is highly recommended 
for the MFA to designate a DPO without further delay, as 
Order No. 01-34 of the Minister of Foreign A�airs already 
includes provisions related to the designation of a DPO. In 
relation to the MoIDPLHSA, it is desirable to follow the 
practice of the MIA and the PSDA and identify opportuni-
ties for DPO designation and elaboration of internal rules 
regulating data protection issues. The MoIDPLHSA may 
also need technical assistance in designing more e�cient 
and secure databases and scrutinising the external and 
internal risks;

Recommendations 

Along with the SIS, all institutions should contribute to 
raising public awareness and understanding of data 
protection rights by providing, via web pages and online 
platforms, information on how individuals can exercise 
their rights provided for by the PDP law and control the 
use of their data.  

To ensure conformity with the data retention principle, 
the process of specifying the data storage period and 
archiving procedures should be reinforced. The recent 
experience of the MIA in this area could serve as good 
practice for other state institutions;

As data protection is a continually evolving sphere, it is 
vital to periodically revise internal documents on data 
protection and agreements with joint controllers and 
processors, and evaluate the e�ciency of data security 
measures applied
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Annex 1 – Questionnaire

Government agency name:

Contact person:   

Who are data subjects whose data are 
processed by 
your agency in performing its tasks in the 
field of migration management? 

(Tick as many as applicable) 

Approximately how many natural 
persons’ data do you process in the field 
of migration management?

up to 10 000 
from 10 000 to 100 000  
from 100 000 to 500 000
more than 500 000

Georgian nationals in foreign countries and diaspora representatives 
Return migrants
Persons who have or are seeking a refugee status
Persons who have or are seeking a humanitarian status
Persons under temporary protection
Asylum seekers
Immigrants who physically in Georgia regardless of their legal status 
Stateless persons who have or are seeking the statelessness status in 
Georgia 
Persons who have or are seeking a repatriate status 
Foreign citizens
Other (please specify) 

Do you process special category data for 
migration management purposes? 

If yes, specify any special category data 
you process  (Tick as many as applicable)

Yes
No

Racial or ethnic belonging  
Political views
Religious belief or philosophy
Membership in a trade union
Health status
Sexual life
Criminal record
Administrative detentions, pre-trial measures, plea bargaining and 
diversion. 
Having been found a victim of crime 
Biometric data 
Genetic data  

1

2

3
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Annex 1 – Questionnaire

What legal acts guide your data process-
ing while you perform your tasks in the 
field of migration management? 
(Tick as many as applicable)

Organic Law on Citizenship 
Law on the Legal Status of Foreigners and Stateless Persons
Law on International Protection
Law on the Procedures for Registering and Unregistering Georgian 
Citizens and Foreign Nationals Residing in Georgia and Issuance of 
Identity (Residence) Cards, Passports and Travel Documents 
Law on the Rules of Entering and Exiting Georgia by Citizens of 
Georgia 
Law on Refugee and Humanitarian Statuses 
Law on Consular Activity 
Law on Georgia’s State Border 
Law on Compatriots Residing Abroad and Diaspora Organisations
Law on Combating Human Tra�cking
Law on Repatriating persons forcibly displaced from the Georgian SSR 
in the 40s of the 20th Century
Law on Labor Migration 
Law on Occupied Territories
Law on Personal Data Protection  
International treaty/agreement (please specify)   

Governmental resolutions/presidential decrees
(please specify) 

Statute of the agency or organizational unity  (please specify)  

Other (please specify)  

4
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Annex 1 – Questionnaire

Does the legislation provide for su�cient 
grounds for your agency’s processing  of 
personal data in the field of migration 
management?

How many and what kind of electronic 
systems (such as databases, so�tware, 
case management systems) do you use 
for processing personal data in the field 
of migration management?

Number of systems 

Description or the function of the 
systems:

Yes            
No
If no, please elaborate on what the issue is: 
 

Do you use an authorized entity’s (anoth-
er public law entity, contractor) assis-
tance in data processing?

A legal act (please specify) 

A written contract 
Oral agreement 
Other 

If answer to previous question is yes, tell 
us what the basis for cooperation with the 
authorized entity is.

Yes
No
Name of the authorized entity  

What services does the authorized entity provide you with?
 

5

6

7

8
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Annex 1 – Questionnaire

How many of your agency’s employees 
are involved in personal data processing 
in the field of migration management? 

Are personal data you process in the field 
of migration being handed over to other 
agencies (in  a form that identifies the 
data subject; not in just a statistical or 
aggregated format)?

Yes            
No
If yes, please specify agencies receiving such data from your 
agency: 

less than 10 
from 10 to 50
from 50 to 100
from 100 to 500
more than 500

Do you receive personal data-containing 
information from other agencies to 
perform your functions in the field of 
migration management? 

Yes
No
If yes, please specify agencies you receive personal data from:

9

10

11
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Annex 1 – Questionnaire

Has your organization implemented any 
actions/changes in the last 8 years to 
ensure compliance with personal data 
protection laws (not only in the field of 
migration management)? 

Yes            
No

Tell us what were the actions/changes: 
(tick as many as applicable) 
filing system catalogues submitted to the Inspector
Data processing objectives specified
Data processing grounds identified 
Data processing procedures modified 
Modifications in data transmission/receipt processes 
Some data are no longer collected/processed 
Data retention timeframes specified
Some data erased/destroyed
Consent secured before data are transmitted outside Georgia 
Enhanced measures of data security 
Sta� training
Personal data protection systems/processes registered and catalogued 
Existing data processing systems modified for compliance with the 
personal data protection law 
Internal documents on data protection dra�ted and implemented 
within the organization 
Legislative amendments initiated
Other 

12
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Annex 1 – Questionnaire

If answer to previous question is yes, tell 
us when your organization started imple-
menting these changes? 

(you may tick as many as applicable)

A�ter the Personal Data Protection Law entered into force (in 2012-2013)
During the visa liberalization process in ----- (year)
Immediately a�ter the Inspector started inspecting your organization or 
application review in ----- (year)
A�ter the Inspector issued recommendations and instructions to your 
organization or sanctioned your organization (fine, warning) in ---- 
(year)
A�ter the Government or Ministry started paying more attention to data 
protection issues in ----- (year) 
A�ter your agency detected a personal data processing-related incident 
in ---- (year) 
A�ter a recommendation or assistance was received from an interna-
tional organization in ----- (year) 
Other (please specify time and reason)    

Were your sta� trained in personal data 
protection issues? 

(tick as many as applicable)

Yes            
No
Don’t know 

If yes, about how many employees were trained?  

Who organized the training for your sta�? 

Your agency
The O�ce of the State Inspector
The Justice Training Center
Other public body
A non-governmental organization
An international organization 

13

14
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Annex 1 – Questionnaire

During the last 7 years, did the State 
Inspector’s O�ce look into the legality of 
your agency’s processing of personal 
data (based on an application or through 
inspection) that also concerned migra-
tion management directly or indirectly? 

(tick as many as applicable)

Yes            
No

If yes, how many times did this happen? 

What processes did the State Inspector look into? 

Data processing principles 
Data processing grounds 
Special category data processing 
Biometric data processing rules
Data security 
Data transmission to another agency in Georgia  
Data transmission to a private law entity or a natural person in Georgia 
Data transmission outside Georgia 
Relations with authorized entities 
Data publicity 
Failure to submit a file system catalogue
Other (please specify)  

No violation found
Violation found but prescription time had been lapsed
Warning
Fine
Recommendation
Instruction
Other 

15

If answer to previous question is yes, 
please specify the result of the inspec-
tion/examination of application? 

(tick as many as applicable)

16
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Annex 1 – Questionnaire

Since 2013 up to present, have you 
consulted with the State Inspector’s 
O�ce on data processing in the field of 
migration? 

If yes, about how many times in total or 
how o�ten a year?

Yes            
No

Frequency per year / number of consultations

Personal data processing grounds
Personal data processing principles
Data transmission
Data security
International agreements
File system catalogue
Amendments in the law
Other (please specify) 

17

If answer to previous question is yes, 
please specify the result of the inspec-
tion/examination of application? 

(tick as many as applicable)

18
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Annex 1 – Questionnaire

What is your evaluation of your coopera-
tion with the State Inspector’s O�ce?

What would you like to cooperate on with 
the State Inspector’s O�ce?

(tick as many as applicable)

Positive
Negative
Neutral

We need training
Please specify training topics:  

We need thematic recommendations
Please specify topics you want to receive recommendations on:  

We need consultative meetings 
Please specify topics for the meetings:  

We need updates on legal amendments 
Please specify topics you require updates on:  

Other
Please specify: 

Yes
No

If yes, please indicate name of the person, group, or organizational 
unit:

19

Has your agency designated a person, 
group of persons or an organizational unit 
responsible for coordinating personal 
data processing and protection issues?

20



Yes
No

Yes
No
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Annex 1 – Questionnaire

Have you conducted  a personal data 
security risk assessment?

What are the major data protection risks 
your agency is facing? 

(tick up to 3 boxes)

Yes
No

cyber attack
insider-related risks
weak security 
reputational risks
data leakage
Other (please specify) 

21

Are all electronic data-related actions 
registered (logged)? 

Are data disclosures registered?

22

23

Systematic log control 
Periodically monitoring data processing based on the random principle 
Responding to data security-related notifications and incidents  
Anti-data leakage/loss systems (such as DLP) 
Implementation of ISO 27001 standards 
Sta� training and cautioning 
Disciplinary proceedings in regard to incidents 
Other (please specify)

What methods are used to prevent and 
respond to unauthorized access to and 
disclosure of data?

(tick as many as applicable)

24



Yes
No

If yes, please indicate name of the person, group, or organizational 
unit:
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Annex 1 – Questionnaire

Have there been any occurrences of unau-
thorized access to or disclosure of data in 
your agency in the period of last 8 years? 

Yes
No

If yes, what was an approximate number of such occurrences? 

What were these occurrences? 

Yes
No

If yes, what disciplinary measure was applied?  

Warning 
Reprimand 
Salary withholding 
Dismissal 

25

If answer to previous question is yes, did 
your agency discipline the responsible 
sta� member?

26

Yes
No

Have you received citizen requests for 
information on your processing of their 
data, issuance of copies of their data or 
deletion/destruction of their data? 

27
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Annex 1 – Questionnaire

Are you proactively providing citizens with 
information on data processing objec-
tives, data processing grounds and other 
issues? 

(tick as many as applicable)

Yes
No

If yes, how do you provide this information?

Through a webpage
Brochures/reminders
Direct communication
Other (please specify) 

Number/frequency of requests:

Indicate time:

28

What is the strongest motivator for you to 
fulfill personal data protection require-
ments? 

(you may tick as many as necessary)

Compliance with the law and the raising of data protection and 
security standards 
Avoidance of committing wrongdoings and fines  
Fulfillment of visa liberalization and Association Agreement require-
ments 
Prevention of reputational damage
Insider risk mitigation 
Other (please specify)    

30

If answer to previous question is yes, how 
many of such requests do you receive a 
year or how o�ten? 

How much time does it take you on 
average to respond to such a request? 

29
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Annex 1 – Questionnaire

Have you heard about a dra�t law initiated 
in the Parliament that envisages a major 
overhaul of the personal data protection 
legislation and the bringing of the legisla-
tion into compliance with the EU 
standards? 

If yes, how do you feel about the dra�t 
law?

Yes
No

Positive 
Negative
No position

Please specify:
what’s positive about the dra�t law:
 

what’s negative about the dra�t law:

We are unaware of the details of the dra�t law 

31

In a span of the nearest 3 years, are you 
planning new initiatives to raise data 
protection standards, and in what way? 

Yes
No
Don’t know 

Tell us generally about the initiatives: 

32
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Annex 1 – Questionnaire

Do you require donor assistance in raising 
personal data protection standards? 

If yes, what kind of donor assistance do 
you require?

(tick as many as applicable)

Yes
No
Don’t know

Training sessions
Study visits or sharing of international experience
Technical assistance/so�tware assistance
Dra�ting of organization’s internal documents 
Making an inventory of data processing procedures
Planning organization’s internal data protection measures 
Other (please specfy) 

33

Have you heard of the “Baseline Study on 
Personal Data Protection in the Area of 
Migration Management in Georgia” 
conducted in your organization in 2015 
and recommendations proposed in the 
resulting report? 

Yes
No

34

If answer to previous question is yes, 
which of the recommendations proposed 
in the Study have you taken on board? 

(tick as many as necessary)

Not aware of such details
Determination of data processing grounds
Legislative amendments  
Threat analysis and devising risk-oriented measures 
Determination of data retention timeframes
Enhancement of data security measures
Designation of a person/organizational unit responsible for data 
protection issues 
Dra�ting of organization’s internal documents on data protection issues  
Clear articulation of data processing roles and responsibilities 
Determination of levels of data access 
Setting up of system for informing data subjects 
Setting up an e�ective registration mechanism for data disclosures 
Logging of data-related actions 
Other (please specify)   
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